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Important User Information

Solid state equipment has operational characteristics differing from those of electromechanical equipment. Safety Guidelines
for the Application, Installation and Maintenance of Solid State Controls (publication SGI-1.1 available from your local
Rockwell Automation sales office or online at http://literature.rockwellautomation.com) describes some important differences
between solid state equipment and hard-wired electromechanical devices. Because of this difference, and also because of the
wide variety of uses for solid state equipment, all persons responsible for applying this equipment must satisfy themselves
that each intended application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the
use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability
for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may
lead to personal injury or death, property damage, or economic loss.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic

ATTENTION . . . . .
loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence

TN A Y] |  Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present.

TIETNYYZY M| Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous
temperatures.

sl
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Summary of Changes

The information below summarizes the changes to this manual since
the last printing.

To help you find new and updated information in this release of the
manual, we have included change bars as shown to the right of this

paragraph.
Topic Page
Updated certification information 7and9
Added reference to EtherNet/IP network 14
Updated SmartGuard 600 controller features 19
Added EtherNet/IP to communication capabilities 20
Added reference to EtherNet/IP standard target 21
Updated status indication for 1752-L24BBBE controller 21
Added reference to EtherNet/IP to operational flow and 4
cycle time
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Preface

About This Publication This manual explains how SmartGuard 600 controllers can be used in
Safety Integrity Level (SIL) 3, according to IEC 61508, Performance
Level PL(e) according to ISO 13849-1, and Category (CAT) 4,
according to EN 954-1. It describes the SmartGuard 600-specific safety
requirements and controller features, including PFD and PFH values,
the safety network number (SNN), configuration signature,
safety-locking, and project verification.

IMPORTANT You must read and underlstan.d the safety.concepts anq
requirements presented in this manual prior to operating a

SmartGuard 600 controller in a safety system.

Who Should Use This Use this manual if yomlJ) 1alreh responsible f(fr designinﬁ, installing,
T programming, or troubleshooting control systems that use
Publication SmartGuard 600 controllers.

You must have a basic understanding of electrical circuitry and

familiarity with relay logic. You must also be trained and experienced
in the creation, operation, and maintenance of safety systems.

Understanding Terminology The following table defines abbreviations used in this manual.

Abbreviation Full Term Definition

1002 One Out of Two Refers to the behavioral design of a multi-processor system.

ClP Common Industrial Protocol A communication protocol designed for industrial automation applications.

PC Personal Computer Computer used to interface with a control system via programming software.

PFD Probability of Failure on Demand The average probability of an operational system to fail to perform its design
function on demand.

PFH Probability of Failure per Hour Ehe probability of an operational system to have a dangerous failure occur per

our.

RPI Requested Packet Interval When communicating over a network, this is the expected rate in time for
production of data.

SNN Safety Network Number A unique number that identifies a section of a safety network.

— Standard Any object, task, tag, program, or component in your project that is not a

safety-related item (that is, a standard controller refers generically to a
ControlLogix controller).
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Preface

Conventions The following conventions are used throughout this manual:

e Bulleted lists, such as this one, provide information, not
procedural steps.

e Numbered lists provide sequential steps or hierarchical
information.

¢ Bold type is used for emphasis.

Additional Resources The table provides a listing of publications that contain important
information about SmartGuard 600 controller systems.

Resource Description
SmartGuard 600 Controller Installation Instructions, Information on installing the SmartGuard 600 controller
publication_1752-IN0O1
SmartGuard 600 Controllers User Manual, publication_ Information on using SmartGuard 600 controllers
1752-UM001
DeviceNet Safety I/0 Installation Instructions, publication Information on installing Guard 1/0 DeviceNet Safety
1791DS-IN0OO1 modules
Guard 1/0 DeviceNet Safety Modules User Manual, publication | Information on using Guard 1/0 DeviceNet Safety
1791DS-UM001 modules

You can view or download publications at
http://literature.rockwellautomation.com. To order paper copies of
technical documents, contact your local Rockwell Automation
distributor or sales representative.
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Chapter 1

Safety Concept of the SmartGuard 600

Controller

Introduction This chapter introduces you to the safety requirements and features of
the SmartGuard 600 controller.
Topic Page
Certification 9
Introduction to Safety 9
PFD and PFH Calculated Values 10
Additional Safety Data 11
Safety Network Number 11
Configuration Signature 12
Safety-lock with Password Protection 13
Configuration and Programming 14
System Reaction Time 17
Error Diagnostics 17
Additional Resources 17

Certification Certificate No. 968/EZ238.00/06

TUV Rheinland Group
TUV Industrie Service GmbH
Automation, Software, and Informationstechnologie

Safety restrictions can be found in this manual.

For a listing of TUV—cernﬁed product and software versions, refer to:

Introduction to Safety The SmartGuard 600 controller is type-approved and certified for use
in safety applications up to and including Safety Integrity Level (SIL) 3,
according to IEC 61508, Performance Level PL(e) according to ISO
13849-1, and Category (CAT) 4, according to EN954-1. SIL
requirements are based on the standards current at the time of
certification.

Publication 1752-RM001C-EN-P - April 2009 9
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Chapter 1 Safety Concept of the SmartGuard 600 Controller

The TUV Rheinland Group has approved the SmartGuard 600
controller for use in safety applications in which the de-energized
state is considered to be the safety state.

Hardware modules and software components that are not fail-safe, but
do not cause any adverse reactions, can be used to process standard
signals. However, they cannot be used to carry out safety tasks.

devices in a safety critical fashion, you must be sure that the
system design meets SIL 3 requirements.

Limit the use of standard devices in your application to
standard critical components. If you choose to use standard

IMPORTANT You are responsible for:

o the set-up, SIL rating, and validation of any sensors or
actuators connected to the system.

e project management and functional testing.

e access control to the safety system, including password
handling. When applying Functional Safety, restrict access
to qualified, authorized personnel who are trained and
experienced.

¢ programming the application software and the device
configurations in accordance with the information in this
safety reference manual and the SmartGuard 600
Controllers User Manual, publication 1752-UM001.

PFD and PFH Calculated IEC 61508 requires you to perform various functional verification
Values (proof) tests of the equipment used in the system. The controller

should be included in the functional-verification testing of the other
components in the safety system.

The average probability of a system to fail to satisfactorily perform its
safety function on demand is called probability of failure on demand
(PFD). The probability of a system to have a dangerous failure occur
per hour is called probability of failure per hour (PFH).

10 Publication 1752-RM001C-EN-P - April 2009
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Additional Safety Data

Safety Network Number

Publication 1752-RM001C-EN-P - April 2009

PFD and PFH calculations have been carried out for the SmartGuard
600 controller in accordance with IEC 61508. These values must be
calculated for the overall devices within the system to comply with the
SIL required for the specific application.

PFD and PFH Calculations for SmartGuard 600 Controllers

Functional Verification Test Interval (Years) PFD PFH
0.25 4 30E-07 3.93E-10
0.5 8.56E-07 3.91E-10
1 1.71E-06 3.90E-10
2 3.41E-06 3.89E-10
8.53E-06 3.89E-10
10 1.71E-05 3.89E-10

These additional pieces of data are used in SIL calculations for the
SmartGuard 600 controllers:

e Safe failure fraction - 99.94%

e Diagnostic coverage - greater than 90%

The safety network number (SNN) is a unique number that identifies
the safety network sub-net. The SNN, in conjunction with the target’s
node address, enables a target to determine with high integrity
whether or not safety connection requests it receives have reached the
correct destination.

Each end node in a DeviceNet Safety control system must have a
unique node identifier. This unique node reference for a DeviceNet
Safety node is a combination of the SNN and the node address of the
network device. It is used to precisely identify the intended target
device during configuration and I/O connection establishment.

Any device that originates a safety connection to another safety device
must be configured with the SNN of the target device.

The configuration software automatically assigns an SNN, based on
the date and time, when a new network configuration file is created.

1"
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Configuration Signature

12

For typical users, the automatic assignment of an SNN is sufficient.
However, you can assign an SNN manually.

IMPORTANT If you a;sign an SNN mangally, tqke care to ensure that system
expansion does not result in duplication of SNN and node
address combinations.

IMPORTANT If you are using a device that has been.used jn another Iocgtipn,
reset the device to the out-of-box configuration by right-clicking
the device and choosing Reset Safety Device. Check the Safety
Network Number checkbox and click OK.

Refer to the SmartGuard 600 Controllers User Manual,
publication 1752-UM001, for more information on safety reset.

within the same routable safety system, the SNN must be

If a safety project is copied to another project intended for a
different hardware installation and that installation may reside
A changed to be sure that the SNN is not repeated.

The configuration signature defines the controller’s configuration. It
can be read and monitored and is used to uniquely identify the
controller’s configuration in several operations.

e During download from the configuration software, the
configuration signature provides you with a means to check that
the device and the configuration tool agree on the information
downloaded.

¢ During device replacement, the configuration signature lets you
verify that the configuration in the software is the correct
configuration. If the originator is used to automatically configure
a device, the configuration signature indicates whether
reconfiguration is necessary and ensures the integrity of the
operation.

e During connection establishment, the originator and the target
devices use the configuration signature to ensure that both
devices agree on the device configuration.

e The configuration signature is auto-generated by the

configuration software when a SmartGuard 600 controller is
added to the project.
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Safety-lock with Password
Protection
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Configuration Signature

EX.1752-L24BBB

Slave /0 I Local Output I Local Input/Test Dutput
Mode/Cycle Time | Error Mode I Maintenance I Logic
General Safety Safety Connection I Safety Slave /0

the device, run the S afety Device Verification Wizard to set the

E Thiz zafety device iz not safety-locked. After you have configured
device to the safety-locked state.

315F_0331_810DF

Safety Metwork Mumber:

8/9/2006 :52:56.153 AM

Configuration Signature

10 ID&A?_EASS Copy Signature |
Date: |8£9£2DDB
Time: |9:52:58.309 A

Whlash: | Password... |

QK Cancel | Lol | Help |

The configuration of the controller can be protected by the use of an
optional password. Download, safety-reset, and safety-lock and
-unlock are password protected. When a device is safety-locked, you
also cannot change the password or change the status of the device,
without first entering the existing password.

After configuration data has been downloaded and verified, the
configuration data within the controller can be protected using
RSNetWorx for DeviceNet software. Run the Safety Device Verification
Wizard to lock the controller.

When applying Functional Safety, restrict access to qualified,
authorized personnel who are trained and experienced. The
safety-lock function with passwords is provided by the Safety Device
Verification Wizard in RSNetWorx for DeviceNet software. You are
responsible for controlling access to the safety system, including
password use and handling.

13
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Configuration and
Programming

14

Verification Wizard

Roclkwrell Softwrare’s Safety Device Yerification Wizand

| Thig vizard lets you verily e configuration of the afsr
i devices on vour DeviceNet nelwark. Upon complefion, your
devices will be zafen-locked.

. Bafoma continuing with this wizard, make sora lo
¢ - biowwze and wpload pour nebwark.
. - last tha cafalp device:z on pour nehwcrk, For cormsck operation

Mabz: Tha safety derdca venficalion Faaturs e not eupparled
by all zafely davicez Far mana informatian, corsuk vour
hardwara documentation o contact your hardesara vandor.

; Cligd Nest to cortinue.

If you forget a password, you can reset passwords using the vendor
password. Contact Rockwell Automation Technical Support and
provide the device’s serial number and security code to obtain the
vendor password.

Use RSNetWorx for DeviceNet software, version 8.0 (minimum) or
later (version 9.1 is recommended), to configure, program, and
monitor the status of the 1752-L24BBB controller. Use RSNetWorx for
DeviceNet software, version 9.1 or later, to configure, program, and
monitor the status of the 1752-L24BBBE controller. With RSNetWorx
for DeviceNet software, you can configure the controller by using the
SmartGuard controller’s USB port or via the DeviceNet network or
EtherNet/IP network. The logic editor is launched from within
RSNetWorx for DeviceNet software.

You also need RSLinx software, version 2.55 or later, which lets you
configure a 1752-L24BBBE controller on EtherNet/IP.

A variety of SIL 3-compliant applications can be programmed using
the logic functions and function blocks supported by the controller. A
maximum of 254 logic functions and function blocks can be used in a
maximum of 32 programming pages. You can password-protect both
configuration data and project files.
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The controller supports these logic functions:

e NOT

e AND

e OR

¢ Exclusive OR

e Exclusive NOR
e Routing

e RS flip-flop

e Multi-connector

e Comparator
The controller supports these function blocks:

e Reset

e Restart

e Emergency stop push button monitoring
e Light curtain monitoring

e Safety gate monitoring

e Two-hand controller

e OFF-delay timer

e ON-delay timer

e User mode switch

e External device monitoring
e Muting

e Enable switch

e Pulse generator

e Counter
Programs are created from logic functions and function blocks that

indicate commands, from input tags that indicate data input sources,
and from output tags that indicate data output destinations.

Publication 1752-RM001C-EN-P - April 2009 15



Chapter 1 Safety Concept of the SmartGuard 600 Controller

Input tags reflect the status of inputs from these I/O areas:

e Input area of the controller’s local terminals

e Input area of safety slaves registered as communication partners
e /O area reflected from safety master data

e [/O area reflected from standard master data

e Local input status

e Local output status

e General unit status

e Test output status

e Muting lamp status
Output tags reflect the status of outputs from these I/O areas:

e Output area of the controller’s local terminals

e Output area of safety slaves registered as communication
partners

e [/O area reflected from safety master data

e I/O area reflected from standard master data

Always verify that safety-related signals used in safety-related
logic meet applicable standards and regulations. Use only

safety input signals to function blocks. It is your responsibility
to verify that the proper sources for signals used in conjunction
with these function blocks and the overall safety logic
implementation adhere to relevant safety standards and
regulations.

Only safety data transmitted over safety connections may be
used as safety data in safety application logic.

Permitted Use of Safety and Standard Data

End-device Signal Definition | Connection Type | Permitted Use in Application
Safety Safety
Safety
Standard Standard
Safety Standard
Standard
Standard Standard
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System Reaction Time

Error Diagnostics

Additional Resources

Publication 1752-RM001C-EN-P - April 2009

The system reaction time is the amount of time from a safety-related
event as input to the system until the system is in the safe state. The
system reaction time is the sum of the reaction times of each element
in the safety chain, considering the occurrence of faults or errors in
that safety chain. The system reaction time must meet the required
safety system specifications.

See Chapter 4 for examples of typical safety chains and system
reaction time calculations.

Status indicators and an alphanumeric display provide status and error
information about the SmartGuard 600 controller. You can also view
status and error messages in the error log using RSNetWorx for
DeviceNet software.

Controller errors fall into three categories: nonfatal errors, abort errors,
and critical errors.

Controller Error Categories

Error Type Controller Response

Nonfatal When a nonfatal error occurs, the controller places the local /0
terminal or safety I/0 connection where the error occurred into
the safety state. The controller continues to operate in Run mode.

Abort When an abort error occurs, the controller completely stops safety
functions and places them in the safety state. To enable you to
check the error state, explicit message communication is
supported.

Critical When a critical error occurs, all controller functions stop. The
error log is saved in nonvolatile memory.

Refer to the SmartGuard 600 Controllers User Manual, publication
1752-UMQ01, for more information on the following:

e Programming and details on logic functions and function block
operation

e Controller error handling and error log descriptions

e Safety reset

Chapter 2 of this manual also contains information on I/O error
handling.

17
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Notes:
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The SmartGuard 600 controller (catalog numbers 1752-L24BBB and
1752-L24BBBE) are programmable electronic systems featuring 16
digital inputs, 8 digital outputs, 4 test pulse sources, and connections
for USB and DeviceNet safety communication. In addition, the
1752-L24BBBE controller offers EtherNet/IP connectivity.

IMPORTANT The SmartGuard gontrollers must not be dirt_actly conn_ected to
any network that is not protected from outside intrusion. For

example, do not connect the SmartGuard 600 controller to an
Ethernet network that is not protected with a firewall or other
security measures.

Power Supply Requirements

Power for the controller is provided via an external 24V dc power
source. The output hold time must be 20 ms or longer.

To comply with the CE Low Voltage Directive (LVD), DeviceNet
connections and I/O must be powered by a dc source compliant with
Safety Extra Low Voltage (SELV) or Protected Extra Low Voltage
(PELV).

To comply with UL restrictions, DeviceNet connections and I/O must
be powered by dc sources whose secondary circuits are isolated from
the primary circuit by double insulation or reinforced insulation. The

dc power supply must satisfy the requirements for Class 2 circuits or

limited voltage/current circuits defined in UL 508.
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Communication Capabilities

The controller can act as a DeviceNet safety master or slave, as a
DeviceNet standard slave, EtherNet/IP standard target, or as a
standalone controller when DeviceNet communication is disabled.

Explicit messages can be used to read controller status information.
Explicit messages configured from the RSNetWorx for DeviceNet
software can be sent from the user program. The messages can be
routed between DeviceNet and EtherNet/IP networks.

The USB port can be used to program the SmartGuard controller and
to configure devices on the DeviceNet network. The SmartGuard
provides some limited pass-through capability from USB to DeviceNet,
for programming and configuration purposes. When used in
Standalone mode, the controller communicates with the configuration
software via USB communication.

IMPORTANT The q§ta attributes handle.d by standard I/0 communication and
explicit message communication are non-safety data. The

necessary measures for safety data are not taken during
generation of standard or explicit message data. Do not use
this data to operate a safety control system.

A single controller can function simultaneously as a DeviceNet safety
master, DeviceNet safety slave, DeviceNet standard slave, and an
EtherNet/IP standard target.

DeviceNet Safety Master

As a safety master, the controller can perform safety I/0
communication with up to 32 connections, using up to 16 bytes per
connection. A master-slave relationship is established for each
connection on the DeviceNet Safety network, separate from the
master-slave communication on the DeviceNet standard network. This
enables the controller to be the safety master to control the
connections.

DeviceNet Safety Slave
As a safety slave, the controller can perform safety I/O communication
with a maximum of four connections, using up to 16 bytes per

connection. The controller’s internal status information and a specified
area of I/O can be allocated in the safety master.
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DeviceNet Standard Slave or EtherNet/IP Standard Target

As a standard slave, the controller can perform standard I/O
communication on DeviceNet or EtherNet/IP networks with one
standard master for up to two connections, using up to 16 bytes per
connection (128 bytes for input data for EtherNet/IP communication).
The controller’s internal status information and a specified area of I/O
can be allocated in the standard master.

Status Indication

The controller’s internal status information and I/O data can be
monitored online using RSNetWorx for DeviceNet software with either
a USB or DeviceNet network connection or EtherNet/IP connection.

The status indicators and alphanumeric display on the controller
provide status and error information.

IMPORTANT Status indicators are not reliable indica_tors for_safety_functions.
They should be used only for general diagnostics during

commissioning or troubleshooting. Do not attempt to use status
indicators as operational indicators.

When the service switch on the front of the controller is pressed, the
alphanumeric display shows the controller’s safety configuration
signature two digits at a time for a total of ten pairs of numbers.

Errors detected by the controller are recorded in an error history log,

along with the total operating time (starting when the controller
entered the Execute mode) at the time the error was detected.

Behavior for Power Supply Interruptions

The controller reacts when voltage drops to 85% of the rated voltage
or lower, but can recover if the power supply voltage returns to 85%
or more of the rated voltage.

Voltage Drops

If the power supply voltage for the internal circuit (VO, GO) drops to
85% of the rated voltage or lower, the controller turns off the outputs.

If the power supply voltage for inputs (V1, G1) drops to 85% of the
rated voltage or lower when the power supply for the internal circuit
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is normal, the controller continues operating, but will not refresh
inputs. Similarly, if the power supply, voltage for outputs (V2, G2)
drops to 85% of the rated voltage or lower, the controller will
continue operation but will stop refreshing outputs.

Automatic Recovery

If the power supply returns to 85% of the rated voltage or more
because of a fluctuation in the power supply voltage:

e operation might automatically restart. This occurs if the power
supply to the controller is completely stopped because of a
voltage drop to 85% of the rated voltage or lower.

e a critical error could occur, which will require you to cycle the
power supply to restore operation. This occurs if the power
supply fluctuates around the lower operational limit of the
internal power/voltage detection circuit.

I/O refresh is automatically restarted when the power supply is

recovered to 85% or more of the rated voltage. The I/O power
monitor error is also automatically cancelled.

Operating Mode Summary

The controller supports these operating modes.

SmartGuard 600 Controller Operating Modes

Operating Description Module Status
Mode (MS) Indicator
Self-diagnostic | The controller performs internal self-diagnosis to | Flashing red/green
mode ensure the integrity of safety functions.

Configuration | While waiting for the completion of configuration | Flashing red/green
mode from RSNetWorx for DeviceNet software, the
controller is in Configuration mode. The controller
switches to Configuration mode when it is not yet
configured after initialization is complete or when
there is an error in the configuration data.

Idle mode The controller enters Idle mode while waiting for | Flashing Green
Run mode after initialization has been completed.
Non-safety-related control, such as standard 1/0
and message communication, is supported.
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SmartGuard 600 Controller Operating Modes

Operating Description Module Status
Mode (MS) Indicator
Run mode Safety and non-safety control are supported. Solid green
Abort mode The controller changes to Abort mode if the Flashing red

controller node address switch setting is changed

after the configuration is complete. The controller

stops all functions except for message

communication and enters the safety state.
Critical Error | The controller enters this mode and sends all Solid red

mode safety functions to the safety state when a
critical error occurs.
About the Safety |nputs The controller has 16 local safety inputs that support:

e input circuit diagnosis. Test pulse sources can be used to
monitor internal circuits, external devices, and external wiring.

e input on- and off-delays. You can set input time constraints of
0...126 ms in multiples of the controller cycle time. Setting input
on- and off-delays helps reduce the influence of chattering and
external noise.

IMPORTANT

calculations.

Input on- and off-delays must be added to the I/0
response time. This will affect the system reaction time

See Chapter 4 for information on calculating reaction

times.

e Dual Channel mode. You can set Dual Channel mode for pairs
of related local inputs. When Dual Channel mode is set, time
discrepancies in data changes or input signals between two
paired local inputs can be evaluated.

Publication 1752-RM001C-EN-P - April 2009
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Input Channel Mode Settings
The Input Channel mode of local safety inputs is set based on the type
of external device to which you want to connect.
Channel Mode Descriptions
Channel Mode Description
Not used The input channel is not connected to an external device.
Test pulse from test output Use this mode when connecting a contact-type safety
input device (such as E-stop or Gate Interlock) to the input
that will perform pulse testing on the circuit. Select the
test output terminal to use as the test source and set the
test output mode to Pulse Test Output. This enables
detection of short circuits with the power supply line
(positive side), earth faults, and short circuits with other
input signal lines.
Used as a safety input Use this mode to connect to a safety device with a
semiconductor output, such as a light curtain.
Used as a standard input Use this mode to connect to a standard (non-safety)
device.
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Dual Channel Mode Settings

Local safety input channels can be set to Dual Channel mode. Setting
Dual Channel mode enables the status of two inputs to be evaluated
and reflected in I/O tags. The discrepancy time between changes in
the status of two inputs can also be evaluated.

Dual Channel Mode Input Settings

Channel Mode Description
Single Channel The safety input terminal is used independently.
Dual Channel Equivalent The safety input terminal is used as a Dual Channel

Equivalent with a pair safety input terminal.

Dual Channel Complementary The safety input terminal is used as a Dual Channel
Complement with a paired safety input terminal.

The controller supports function blocks with diagnostic functionality
equivalent to Dual Channel mode. In many case, annunciation and
troubleshooting of system faults is easier when the function blocks are
used to detect faults rather than the SmartGuard hardware. If you wish
to use the function blocks to detect system faults, the safety inputs
must be configured for single channel

Error Handling

When an error is detected, the reaction of the controller depends
upon the channel mode setting: Single or Dual Channel.

In Single Channel mode, if an error is detected during self-diagnosis:

e 1/O tags that correspond to the safety input terminals with errors
are made inactive.

e the status indicator for the safety input terminals with errors
illuminates red.

e the error is written in the error history.

e the controller continues to operate.
If a discrepancy error is detected in Dual Channel mode:

e 1/O tags that correspond to the safety input pairs with errors are
made inactive.

e status indicators for both input pairs illuminate red.
e the errors are written in the error history.

e the controller continues to operate.
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If an error is detected in one of the two inputs in Dual Channel mode:

e J/O tags that correspond to the safety input pairs with errors are
made inactive.

o the status indicator of the safety input with the error illuminates
red. The status indicator of the paired input flashes red.

e the error appears in the error history.

e the controller continues to operate.
To recover from an error in a safety input:

e the cause of the error must be removed.
e the error latch time must have passed.

e the input signal must return to inactive status with no error
condition detected, for example, by pressing an emergency stop
button or opening a door.

About the Safety Outputs The controller has eight local safety outputs that support:

26

e output circuit diagnosis. Test pulses can be used to diagnose the
controller’s internal circuits, external devices, and external
wiring.

e overcurrent detection and protection. To protect the circuit, an
output is blocked when an overcurrent is detected.

e Dual Channel mode. Both of two paired outputs can be set into
a safety state when an error occurs in either of the two paired
local outputs without depending on the user program.
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Output Channel Mode Settings

You set the Output Channel mode based on the type of external
device to which you want to connect.

Output Channel Mode Descriptions

Channel Mode Description
Not used The output terminal is not connected to an output device.
Safety A test pulse is not output when the output is on. When

the output is off, short circuits with the power supply line
can be detected. Ground faults can also be detected.

Safety Pulse Output A test pulse is output when the output is on. This enables
detection of short circuits with the power supply line
(positive side) whether the output is on or off. Ground
faults and short circuits between output signals can also
be detected.

Ifa safgty pulse outpgt is set, an off pulsg signal (pulse width
580 us) is output to diagnose the output circuit when the safety

output turns on. Check the input response time of the control
device to make sure this output pulse will not cause
malfunctions.

Dual Channel Mode Settings

Local safety output terminals can also be set to Dual Channel mode.
Setting Dual Channel mode enables an error to be detected if the two
outputs from a user program are not equivalent. If an error is detected
in one of two outputs circuits, both outputs to the device will become
inactive.

Dual Channel Mode Output Settings

Channel Mode Description
Single Channel The safety output terminal is used independently.
Dual Channel The safety output terminal is paired with another output terminal.

The output can be turned on when both the output and the paired
safety output are set to the same state.

Error Handling

When an error is detected, the reaction of the controller depends
upon the channel mode setting: Single or Dual Channel.
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If an error is detected in Single Channel mode during self-diagnosis:

e the safety output with the error becomes inactive without
depending on the user program.

o the status indicator of the safety output with the error illuminates
red.

e the error is written in the error history.

e the controller continues to operate.

If an error is detected in one of the two paired outputs in Dual
Channel mode:

e both outputs become inactive without depending on the user
program.

e the status indicator of the output with the error illuminates red.
The status indicator of the paired output flashes red.

e the error is written in the error history.

e the controller continues to operate.

If the two outputs from the user program to the output I/O tags are
not equivalent:

e both outputs to the external device become inactive without
depending on the user program.

e the status indicators for the paired outputs illuminate red.
e the error is written in the error history.

e the controller continues to operate.

To recover from an error in a safety output:

e the cause of the error must be removed.
e the error latch time must have passed.

e the output signals to the output I/O tags from the application
that correspond to the safety output terminals must go inactive.

IMPORTANT If Dual Channel mode is set for two outputs to implement

redundant circuits and an error is detected for one of the two
outputs, the other output can be forced to go inactive without
relying on the user program. If the redundant circuits are
implemented using two outputs in Single Channel mode, user
program logic must be written to detect the error, using the
External Device Monitoring function block.
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About the Pulse Test
Sources

Error Latch Time
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These four independent test outputs are normally used in combination
with safety inputs. They can also be set for use as signal (standard)
output terminals. The test pulse outputs feature:

e current monitoring for muting lamp. A disconnect can be
detected for the T3 terminal only.

e overcurrent detection and protection. To protect the circuit, an
output is blocked when an overcurrent is detected.

Pulse test outputs must not be used as safety-related outputs

(for example, for the control of safety-related actuators).

Error Handling

The controller performs the following operations if an error is
detected during self-diagnosis:

¢ The output terminals for which errors have been detected are
made inactive without intervention from the user program.

e The error is written in the error history.

e The controller continues to operate.

You can set the time to latch the error state when an error occurs in a
safety input terminal, safety output terminal, or test output terminal.
The error state continues until the error latch time passes even if the
cause of the error is momentarily removed. When monitoring errors
from a monitoring system, take the monitoring interval into account
when setting the error latch time.

The error latch time can be set from 0...65,530 ms in increments of
10 ms. The default setting is 1000 ms.

IMPORTANT Errors detected at tes_t output t_ermmals are a_utor_natlcally re_set
after the error latch time. Leaving the short-circuit state as is

may result in failure due to increased temperatures. If an
external load short-circuit occurs, remove the cause
immediately.
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About Remote I/0

Remote 1/0 Area Attributes

The remote I/O areas used in safety masters or slaves and standard
masters or slaves are automatically allocated in the controller’s I/O
memory, according to settings made in RSNetWorx for DeviceNet
software.

Remote I/0 Area Attributes

The controller’s remote I/O area has mode change, communication
error, and power on attributes. All values in the safety remote I/O area
are cleared if the operating mode is changed. If a communication
error occurs, all data for the connection with the error is cleared.

Mode Change oo
Remote 1/0 Area Type - - Communication Error | Power On
Run to Idle Run or Idle to Configuration
DeviceNet safety remote | Cleared (safety state) Cleared (safety state) Cleared for the connection | Cleared

I/0 area

(safety state) (safety state)

DeviceNet standard
remote /0 area

Depends upon slave |/0

area hold setting

Depends upon slave I/0 | Cleared

area hold setting

Cleared

30

The standard slave I/O area hold setting specifies whether to clear or
hold the data in the standard slave I/O area when the operating mode
is changed or when a communication error occurs. The default setting
is clear. Both settings are valid when power is cycled.

Slave 1/0 Area Hold Settings

Setting Description

Clear The standard slave output area (inputs to the SmartGuard application
program) is cleared when a communication (connection) error occurs.
The standard slave input area (outputs to a standard master) is cleared when
the operating mode is changed to Idle.

Hold The last data in the standard slave output area (inputs to the SmartGuard

application program) is held when a communication (connection) error
oceurs.

The last data in the standard slave input area (outputs to a standard master)
is held when the operating mode is changed to Idle.

Values are cleared when a critical error or abort occurs or when the power
supply is turned on again.
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Status Area

When the controller operates as an input safety slave or a standard

slave, status information can be added to the first line of the transmit
data. This information can be stored in a programmable controller and
used to establish a monitoring system.

Status Information

Tag Name Data Size Attribute Type
General Status Byte Non-safety
Local Input Status Word Safety

Local Output Status Byte Safety

Test Qutput/Muting Lamp Status Byte Non-safety

ATTENTION

JAN

For data with a non-safety attribute, the necessary measures
for safety data are not taken during data generation. Do not use
this data to operate a safety control system.

In addition, even if the attribute for an item is safety, it
becomes non-safety if data is input using standard
communication or I/0 tags connected with standard devices.
Therefore, those items must not be used to operate a safety

control system.
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Notes:
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Safety Application Development

Topic Page
Safety Concept Assumptions 33
Basics of Application Development and Testing 33
Establish a New Safety Network 34
Changing Your Application Program 39

The safety concept assumes that:

e those responsible for creating, operating, and maintaining the
application are fully qualified, specially trained personnel,
experienced in safety systems.

e you apply the logic correctly, meaning that programming errors
can be detected. Programming errors can be detected by strict
adherence to specifications, programming, and naming rules.

e you perform a critical analysis of your application and use all
possible measures to detect a failure.

e you confirm all application downloads via a manual check of
the configuration signatures.

e you perform a complete functional test of the entire system
before the initial start-up of a safety-related system.

The application program for the intended SIL 3 system should be
developed by the system integrator and/or user trained and
experienced in safety applications. The developer must follow good
design practices.

e Use functional specifications, including:
— flow charts.
— timing diagrams.
— sequence charts.

e Perform a program review.

e Perform program validation.
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Establish a New Safety The flowchart below shows the steps required for commissioning a
Net k new SmartGuard 600 controller system. Items in bold are explained in
etwor the following sections.

< Specify the Control Function >

Configure Devices on the Network

!

Program the Application

|

Calculate Maximum Reaction Time

b

Save the Network Configuration File | Reconfigure Devices

' T

Connect to the Network and Download

!

Verify the Device Configurations

Configurations

Match? Reset Devices

Test the Application

Correct the Application
¢ Logic

A
No

Tests Passed?

Lock All Configured Devices

Save the Network Configuration File)
and Run the Application

For information on calculating response time, see Chapter 4.
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Specification of the Control Function

You must create a specification for your control function. Use this
specification to verify that program logic correctly and fully address
your application’s functional and safety control requirements. The
specification may be presented in a variety of formats, depending on
your application. However, the specification must be a detailed
description that includes the following (if applicable):

e Sequence of operations

e Flow and timing diagrams
e Sequence charts

e Program description

e Program print out

e Verbal descriptions of the steps with step conditions and
actuators to be controlled, including:

— input definitions.
— output definitions.
—1/O wiring diagrams and references.

— theory of operation.

e Matrix or table of stepped conditions and the actuators to be
controlled, including the sequence and timing diagrams

e Definition of marginal conditions, for example, operating modes
or emergency stop.

The I/0O portion of the specification must contain the analysis of field
circuits, that is, the type of sensors and actuators.

e Sensors (Digital or Analog)
— Signal in standard operation (dormant current principle for
digital sensors, sensors OFF means no signal)
— Determination of redundancies required for SIL levels
— Discrepancy monitoring and visualization, including your
diagnostic logic
e Actuators
— Position and activation in standard operation (normally OFF)

— Safe reaction/positioning when switching OFF or power
failure.

— Discrepancy monitoring and visualization, including your
diagnostic logic
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Configuring Devices on the Safety Network
You must commission all devices with the node address, safety
network number (SNN), and communication rate, if necessary, before
their installation on the safety network. Devices are assigned an SNN
and configured using RSNetWorx for DeviceNet software, version 8 or
later.
IMPORTANT Perform user testing to make sure the system bandwidth does
not cause problems.
Programming the Application
The logic and instructions used in programming the application must
be:
e easy to understand.
e casy to trace.
e casy to change.
e casy to test.
All logic should be reviewed and tested. Keep safety-related logic and
non-safety-related logic separate.
Labeling the Program
The application program is clearly identified by one of the following:
e Name
e Date
e Revision
e Any other user identification
Verify the Device Configurations
Since RSNetWorx for DeviceNet software is not a SIL 3-certified
application, the configuration values resulting from user operations
and software computation are not considered to be of high integrity
until download, read-back, and user testing is complete.
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After the configuration is downloaded to the devices, perform these
steps to verify the device configurations.

1. Read the configuration back from the device and print it out.

2. Compare this printed configuration to the configuration from
RSNetWorx for DeviceNet software.

3. Check that the printed configuration meets the application
specification requirements.

4. Reset and reconfigure the affected devices if the configurations
do not match, or the application requirements are not met.

IMPORTANT You must r'evie\./v all safety Qevice configurations and recprd .the
configuration signatures prior to operating a safety application.

Reset Devices

When changing a configuration because of verification or user testing
results, you must clear the previous configuration before downloading
the new parameters. Reset the device by setting the reset type to
Return to out-of-box configuration and emulate cycling power.

Refer to the SmartGuard 600 Controller User Manual, publication
1752-UMO001, for details.

Test the Application

To check the application program for adherence to the specification,
you must generate a suitable set of test cases covering the application.
The set of test cases must be filed and retained as the test
specification.

You must include a set of tests to prove the validity of the calculations
(formulas) used in your application logic. Equivalent range tests are
acceptable. These are tests within the defined value ranges, at the
limits, or in invalid value ranges. The necessary number of test cases
depends on the formulas used and must comprise critical value pairs.

Active simulation with sources (field devices) must also be included,
since it is the only way to verify that the sensors and actuators in the
system are wired correctly. Verify the operation of programmed
functions by manually manipulating sensors and actuators.
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You must also include tests to verify the reaction to wiring faults and
network communication faults.

This includes required functional verification tests of fault routines,
input and output channels to make sure that the safety system
operates properly.

To perform a functional verification test on the controller, you must
perform a full test of the application. You must toggle each sensor and
actuator involved in every safety function. From a controller
perspective, this means toggling the I/0O point going into the
controller, not necessarily the actual actuators. Be sure to test all
shutdown functions, since these functions are typically not exercised
during normal operation.

Also, be aware that a functional verification test is only valid for the
specific application tested. If the controller is moved to another
application, you must also perform start-up and functional verification
testing on the controller in the context of the new application.

An independent, third-party review of the safety system may be
required before the system is approved for operation.

Lock All Configured Devices

IMPORTANT Before you lock your §§fety device configurations, you must
perform all of the verification steps required for your

application.

Lock the configuration of all devices to indicate they have been
verified, as well as to prevent parameters from being unintentionally
modified.

Run the Safety Device Verification Wizard in RSNetWorx for DeviceNet
software to safety-lock your devices.
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Changing Your App“cation The following rules apply to changing your application program:

Program
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e Only authorized, specially-trained personnel can make program
edits. These personnel should use all supervisory methods
available, for example, using the software password protections.

e When authorized, specially-trained personnel make program
edits, they assume the central safety responsibility while the
changes are in progress. These personnel must also maintain
safe application operation.

e You must sufficiently document all program edits, including:
— authorization.

— impact analysis.

— execution.

— test information.

— revision information.

¢ Before you connect a device to the network, you must clear the
previous configuration.

® You must commission all devices with the node address, safety
network number (SNN), and communication rate, if necessary,
before their installation on the safety network.
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Edit Your Project

This flowchart explains the steps required to modify an existing
network and user program.

< Specify the Control Function >

Connect to the Network and Upload the
Existing Configuration

:

Unlock Device Configurations

!

Reset Devices

'

Change the network, change device

parameters, or edit the application

program according to the specified
changes.

!

Calculate Maximum Reaction Time

'

Save the Network Configuration File |- Reconfigure Devices

l A

Connect to the Network and Download

!

Verify the Device Configurations

Reset Devices

Configurations
Match?

Test the Application
Correct the Application

l Logic

A

No

Tests Passed?

Lock All Configured Devices

Save the Network Configuration File
and Run the Application
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Introduction
Topic Page
Assumptions 4
Operational Flow and Cycle Time M
I/0 Refresh Cycle Time and Network Reaction Time 43
System Reaction Time 45
Assumptions The calculations shown here assume that:

e the configuration is correct.

e the power has been turned on, the self-diagnostic function has
completed, and the controller is in Run mode.

e the necessary safety slaves have been added to the system.

0perationa| Flow and ch|e The operation of the controller is outlined in the flow diagram. The
Time controller initializes itself internally when the power is turned on.

Unless there are errors, the controller cyclically executes system
processing, such as DeviceNet, EtherNet/IP, and USB communication,
I/O refresh, and user program logic. In Standalone Controller mode,
the controller executes all but the DeviceNet and EtherNet/IP
communication processes. The cycle time depends on the scale of the
user program and the configuration of DeviceNet remote 1I/O
communication.

IMPORTANT _Appro.xim.ately six seconds are required to C(_Jrlnpllete_
initialization after the power is turned on. Initialization
processing includes the self-diagnosis required for the
controller to perform safety functions.

Publication 1752-RM001C-EN-P - April 2009 |



Chapter 4

System Performance and Reaction Time

42

Operational Flow
lPower On

| Initialize ‘
x ;i
| System Processing ‘

|

| Communication Processing ‘
Cycle Time l

| 1/0 Refresh \

!

| User Application Calculation ‘

Y |

Cycle time is expressed by the following formula:

Controller cycle time =
System processing time + DeviceNet and/or USB communication time
+ I/O refresh time + User application execution time

The cycle time of the controller is set in 1 ms increments, depending
upon the configuration. You can view the cycle time in RSNetWorx for
DeviceNet software.

Mode/Cycle Tab in RSNetWorx for DeviceNet Software

EX.1752-L24BBB

General I Safety I Safety Connection I Safety Slave /0
Slave /0 | Local Output I Local Input/Test Dutput
Mode/Cycle Time | Maintenance I Logic I Error History

— Automatic: Execution Mode

& Homal Mode [Need execution commandf

' Butomatic Execution Mode [Automatizally execute after power-up)

—MNOTE

Thiz parameter becomes effective when the device starts with
power-up after the download of thiz configuration.

DeviceMet Communication

' Enable [Normal Mode] ¢ Disable [Stand Alone Mode)

—WwWARNING
If you would like to disable the DeviceM et communication, you can
configure it from the USE connection only. IF you don't uge the USE
connection and you select "DISABLE", the download of this
configuration will fail.

LEhangekiode... |
QK I Cancel | Lol | Helg |

4.0 ms 4.0 ms

Cycle Time "I.-"D Fiefrezh Cycle Time-‘
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I/0 Refresh Cycle Time and
Network Reaction Time
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After the controller has started operating, DeviceNet connections are
established and devices are verified to start DeviceNet safety /O
communication. This process can take up to two seconds to be
completed depending on the controller’s configuration.

The processing time after the connection is established until the safety
I/O data is sent and received using that connection = requested
packet interval (RPD) setting x 3 + controller cycle time x 6.

After the controller is initialized and has verified that no duplicate
node addresses exist on the DeviceNet network, the controller is
added to the DeviceNet network. This process takes approximately
two seconds. This process is not completed before controller
operation is started if the controller is configured for automatic
execution at start-up. You must take this time into account when
evaluating the time until DeviceNet I/O communication data becomes
valid.

The I/0O refresh cycle time and network reaction time parameters are
required to evaluate local I/O response and I/O communication
performance for the controller.

I/0 Refresh Cycle Time

The 1/0O reaction time of the controller is used when calculating the
local 1/O reaction time. The 1I/O refresh cycle time is set to the
optimum value for the configuration from among these settings:

® 3.5 ms
® 4.0 ms
® 4.5 ms
® 5.0 ms
e 55ms
e 6.0 ms

® 6.5 ms
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You can view the I/O refresh cycle time in RSNetWorx for DeviceNet
software.

Mode/Cycle Tab in RSNetWorx for DeviceNet Software

EX.1752-L24BBB

General I S afety I Safety Connection I Safety Slave /0
Slave /0 | Local Output I Local Input/Test Dutput
Mode/Cycle Time | Maintenance I Logic I Error History

— Automatic: Execution Mode

& Homal Mode [Need sxecution command}

' Automatic Execution Mode [Sutomatically execute after power-up)

—MNOTE

Thiz parameter becomes effective when the device starts with
power-up after the download of this configuration.

-~ DeviceMet Communication

' Enable [Normal Mode) ¢ Disable [Stand Alone Mods]

—WwWARNING
If you would like to dizable the DeviceMet communication, you can
configure it from the USE connection only. If pou don't uze the USE
connection and you select "DISABLE", the download of this
configuration will Fail

—Cycle Time————— /140 Refresh Cycle Time

4.0 ms 4.0 ms Ehanaefode..
Ok I Cancel | Lol | Helg |

Network Reaction Time

The network reaction time of the controller is used to calculate remote
I/O reaction time. You can view the connection reaction time in
RSNetWorx for DeviceNet software.

Safety Connection Tab in RSNetWorx for DeviceNet Software

EX.1752-L24BBB

Slave /0 I Local Output I Local Input/Test Dutput
Mode/Cycle Time I Maintenance | Logic I Error History
General I Safety Safety Connection | Safety Slave 140

Configured 5 afety Connections: !E x |"=q'
Name | pata [ RRL_/] cRTL [Ngonfig [ 1D

E-gm01, 17910 5-B12 12Pt...
- E-[IN] Safety 2Bytes 10 m:
=02, 17910 4

- [IN] Safety

| | i
Ok I Cancel | Apply | Help |
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System reaction time is the amount of time from a safety-related event
as input to the system until the system is in the safety state. Reaction
time is variably dependent on factors such as the type of DeviceNet
Safety I/O modules and instructions used in the application program.
Faults within the system can also have an effect upon the reaction
time of the system.

The reaction time is calculated for each safety chain. You must verify
that the reaction time of all safety chains meets the application
requirements specification.

The following illustrations show some typical safety chains.

Local Input Through Local Output Safety Chain

Safety Sensor
or Switch

t—  Controller |—  Actuator

Remote Input Through Local Output Safety Chain

Safety Sensor Safety Input
or Switch [|  Module

+— Network —{ Controller |—  Actuator

Local Input Through Remote Output Safety Chain

Safety S Safety Output
a;élwsgﬁor I Controller || Network | a:/lzdul:epu || Actuator

Remote Input Through Remote Output Safety Chain

Safety Sensor Safety Input Safety Output
or Switch 1 Module | Network || Controller [ _| Network || Module Actuator

I/O response time is not required in the reaction time calculation
when operation is normal. With the reaction time, the output shutoff
time will be maintained even if faults or failures occur in devices or in
the network.

Calculating Reaction Time

The elements of the reaction time equation are listed below for each
safety chain.

Local Input Through Local Output Safety Chain Reaction Time

Safety Sensor Controller Actuator
or Switch
Sensor Reaction | | _ Local/O | 1 Actuator
Time Reaction Times Reaction Time
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Remote Input Through Local Output Safety Chain Reaction Time

Safety Sensor Safety Input Module Controller AR
or Switch e
, Network Remote Input/
Senso_lr_igleeacllon lnput_l_?megcl\on Reaction Local Outgut Heﬁccttiﬂ?]l%rme
|| L| Tme | | Reaction Times ||

Local Input Through Remote Output Safety Chain Reaction Time

Safety Sensor Controller Safety Output Module Actuator
or Switch
i Local Input/ Network )
SensoTrirFi]eeactlon Remote Output Reaction Outpu}igeeactmn Heﬁccttilé?]t%rme
L | ReactionTimes || Time | | L

Remote Input Through Remote Output Safety Chain Reaction Time

Safety Sensor Safety Input Module Controller Safety Output Module Actuator
or Switch
] Network Network .
Sensor Reaction || InputReaction | | poocin | ggr?c?ttg(l)nuq;gt L | Reaction || OutputReaction | | acyuator
Time Time Time Reaction Times Time Time Reaction Time

Reaction Time Formulas

Safety Chain Element Formula

Local I/0 reaction times (ms) at the controller | = On/Off delay time + I/0 refresh cycle +
controller cycle time x 2 + 2.5

Remote input/local output reaction time (ms) | = Controller cycle time + 2.5
at the controller

Local input/remote output reaction time (ms) | = On/Off delay time + I/0 refresh cycle +

at the controller controller cycle time x 2

Remote input/remote output reaction time | = Controller cycle time

(ms) at the controller

Input reaction time (ms) at the input module | = On/Off delay time + input reaction time

Output reaction time (ms) at the output = Qutput reaction time

module

Network reaction time (ms) = Read from RSNetWorx for DeviceNet
software

IMPORTANT If an output from a function block is fed back to the input side of
the same function block, the cycle time of the controller must

be added to the reaction time for the safety chain.

The controller cycle time and 1/O refresh cycle time are displayed on
the Mode/Cycle Time tab of the Properties dialog in RSNetWorx for
DeviceNet software. The Connection Reaction Time Limit is displayed
on the Safety Connection tab of the same dialog.
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Safety Connection Tab in RSNetWorx for DeviceNet Software

EX.1752-L24BBB

Slave /0 I Local Output I Local Input/Test Dutput
Mode/Cycle Time I Maintenance | Logic I Error History
General I Safety Safety Connection | Safety Slave 140

Configured 5 afety Connections: u !E x |"=q'
Name - | pata [RPI__ [ cRTL [ Config [ 1D
El-wm 01, 1791051812 12Pt..
o BF[IN] Safety 2Bytes 10m: 401 Signat... 1
=5 . 179105 W4...
- [IN] Safety 1Byte 10ms 401 Signat... 2
1] | i
QK I Cancel | Apply | Help |

Reaction Time Examples

These examples illustrate how to calculate system reaction time of
different types of safety chains.

Example One: Local Input to Local Output Reaction Time

Controller

Cycle Time =4 ms
I/Q Refresh Cycle =4 ms

Switch Actuator

DeviceNet Network

Reaction time (ms) =
switch reaction time + controller local input/local output reaction time
+ actuator reaction time.

Therefore, system reaction time =

switch reaction time

+ [on/off delay time + I/O refresh cycle + (controller cycle time x 2)
+2.5] + actuator reaction time.
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Using the values from example one, system reaction time =
switch reaction time
+ [on/off delay time + 4 + (4 x 2) + 2.5] + actuator reaction time.

IMPORTANT E_xam.ple one shows the configuration for .min.imizing r(.aa.ction
time in the SmartGuard controller. The guideline for minimum

reaction time is 15 ms. The controller cannot be used when a
reaction time of 15 ms must be assigned to the controller itself
because you must also account for the switch and actuator
reaction times.

Example Two: Remote Input to Local Output Reaction Time

Controller

Cycle Time =6 ms
I/0 Refresh Cycle =6 ms

| Actuator

DeviceNet Network

Network Reaction Time = 24 ms

Safety Input Module
Input Reaction Time
=16.2ms

Reaction time (ms) =

switch reaction time

+ input reaction time of the safety input module

+ network reaction time

+ controller remote input to local output reaction time
+ actuator reaction time.

Therefore, system reaction time =

switch reaction time

+ input module on/off delay time + input module reaction time]
+ network reaction time

+ [controller cycle time + 2.5]

+ actuator reaction time.

Using the values from example two, system reaction time =
switch reaction time

+ [input module on/off delay time + 16.2]

+ 24

+[6 + 2.5]

+ actuator reaction time.

Publication 1752-RM001C-EN-P - April 2009



System Performance and Reaction Time ~ Chapter 4

Example Three: Local Input to Remote Output Reaction Time
Controller-to-controller Interlocking

Switch

Controller #1 Controller #2
Cycle Time =6 ms Cycle Time =7 ms
L1 1/0 Refresh Cycle =6 ms 1/0 Refresh Cycle=3.5 ms || Actuator

T - - o

DeviceNet Network

Publication 1752-RM001C-EN-P - April 2009

Safety Connection ~ Network Reaction Time = 28 ms

Reaction time (ms) =

switch reaction time

+ controller one local input/remote output reaction time

+ network reaction time

+ controller two remote input to local output reaction time
+ actuator reaction time.

Using the reaction time formulas, system reaction time =
switch reaction time
+ [controller one on/off delay time + I/O refresh cycle
+ (controller one cycle time x 2)]
+ network reaction time
+ [controller cycle time + 2.5]
+ actuator reaction time.

Using the values from example three, system reaction time =
switch reaction time

+ [controller one on/off delay time + 6 + (6 x 2)]

+ 28

+[7 +2.5]

+ actuator reaction time.
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Example Four: Remote Input to Remote Output Reaction Time

Controller

Cycle Time =6 ms
1/0 Refresh Cycle = 6 ms

r-

DeviceNet Network

L
1 Safety Connection #1 Safety Connection #2
Network Reaction Time = 24 ms Network Reaction Time = 24 ms

1

1
Safety Input Module | ISafety Output Modulg
Input Reaction Time 1input Reaction Time =

=16.2ms I 1 16.2 ms
1
1
1 v |
Switch Actuator

Reaction time (ms) =

switch reaction time

+ safety input module reaction time

+ network reaction time one

+ remote input/remote output reaction time
+ network reaction time two

+ safety output module reaction time

+ actuator reaction time.

Using the reaction time formulas, system reaction time =
switch reaction time

+ [on/off delay time + input reaction time]

+ network reaction time one

+ controller cycle time

+ network reaction time two

+ output reaction time

+ actuator reaction time.

Using the values from example four, system reaction time =
switch reaction time

+ [on/off delay time + 16.2]

+ 24

+0

+ 24

+6.2

+ actuator reaction time.
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Verifying the Reaction Time

Always confirm that the reaction time calculated for each safety chain
satisfies the required specifications. If the reaction time exceeds the
application requirements, consider these factors that affect system
reaction time:

e Network reaction time can be reduced by shortening the
requested packet interval (RPD. However, shortening the RPI
reduces network bandwidth that could be used for other
connections.

e The cycle time of the controller is automatically calculated based
on the size of the application program, the number of
connections, and other factors. Cycle time can be reduced by
using separate controllers for safety chains that require
high-speed reaction times.
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Notes:
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Appendix A

Overview

Checklist for SmartGuard 600 Controllers

Use this checklist for system configuration, programming, and start-up
of SmartGuard 600 controller systems. To be sure that requirements
are fully and clearly satisfied during system configuration or start-up,
an individual checklist for controlling the requirements can be filled in
for every single safety channel in the system. This checklist can also
be used as documentation on the connection of external wiring to the
application program.

This checklist provides a sample of safety considerations and is not
intended to be a complete list of items to verify. Your particular safety
application may have additional requirements, for which we have left
space in the checklists.

Checklist for Configuring, Programming, and Start-up of SmartGuard 600 Controller System

Company:

Site:

Safety Function Definition:

SmartGuard 600 Controller

Number | Requirement

Fulfilled
Yes No

Comments

1 Have you calculated the system'’s safety response time
for each safety chain?

2 Is the system response time in proper relation to the
process tolerance time?

3 Have PFD/PFH values been evaluated against the
system’s configuration requirements?

4 Have you performed all appropriate functional
verification tests?

5 Have you determined how the system will handle
faults?

6 Does each network in the safety system have a unique
safety network number (SNN)?

7 Is each DeviceNet Safety node commissioned with a
unique node reference (combination of SNN and MAC
ID) that is unique within your entire network?

8 Is each DeviceNet Safety target correctly configured?

9 Are the safety connection timing parameters suitable
for the capacity of all CIP Safety links traversed?

Publication 1752-RM001C-EN-P - April 2009
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Checklist for Configuring, Programming, and Start-up of SmartGuard 600 Controller System

Safety Input Channels
_ Fulfilled
Number | Requirement Comments
Yes No
1 Is this a safety input?
2 Is this a digital input?
3 Have you followed installation instructions and
precautions to conform to applicable safety standards?
4 Are inputs wired in compliance with CAT 4, according
to EN954-1?
5 Have you verified that the electrical specifications of
the sensor and input are compatible?
6 Are the error code system signals for the used input
channels evaluated in the application program logic?
Safety Output Channels
. Fulfilled
Number | Requirement Comments
Yes No
1 Is this a safety output?
2 Is this a digital output?
3 Is this a pulse test source?
4 Have you followed installation instructions and
precautions to conform to applicable safety standards?
5 Have you verified that test outputs are not used as

safety outputs?
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Checklist for Configuring, Programming, and Start-up of SmartGuard 600 Controller System
6 Are outputs wired in compliance with CAT 4, according
to EN954-17
7 Have you verified that the electrical specifications of
the output and the actuator are compatible?
8 Are the error code system signals for the used output
channels evaluated in the application program logic?
Application Program Development
. Fulfilled
Number | Requirement Comments
Yes No
1 Are you using version 8 or later of RSNetWorx for
DeviceNet software?
2 Were the programming guidelines in Chapter 3
followed during creation of the safety application
program?
3 Does the safety application program clearly
differentiate between standard and safety
components?
4 Have you made sure that explicit message data is not
used as safety data?
5 Has the program been reviewed by an independent
safety reviewer (if required)?
6 Have you executed the Safety Device Verification
Wizard in RSNetWorx for DeviceNet software to
safety-lock the safety system configurations?
7 Did you review and print the verification report for your
records?
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Notes:
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www.rockwellautomation.com

Rockwell Automation provides technical information on the Web to assist
you in using its products. At http://support.rockwellautomation.com, you can
find technical manuals, a knowledge base of FAQs, technical and application
notes, sample code and links to software service packs, and a MySupport
feature that you can customize to make the best use of these tools.

For an additional level of technical phone support for installation,
configuration, and troubleshooting, we offer TechConnect support programs.
For more information, contact your local distributor or Rockwell Automation

representative, or visit http://support.rockwellautomation.com.

Installation Assistance

If you experience a problem within the first 24 hours of installation, please
review the information that's contained in this manual. You can also contact a
special Customer Support number for initial help in getting your product up
and running.

United States 1.440.646.3434
Monday — Friday, 8 a.m —5 p.m. EST

Outside United Please contact your local Rockwell Automation representative for any
States technical support issues.

New Product Satisfaction Return

Rockwell Automation tests all of its products to ensure that they are fully
operational when shipped from the manufacturing facility. However, if your
product is not functioning and needs to be returned, follow these
procedures.

United States Contact your distributor. You must provide a Customer Support case
number (call the phone number above to obtain one) to your distributor
in order to complete the return process.

Outside United Please contact your local Rockwell Automation representative for the
States return procedure.

Power, Control and Information Solutions Headquarters

Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, WI 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444

Europe/Middle East/Africa: Rockwell Automation, Vorstlaan/Boulevard du Souverain 36, 1170 Brussels, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
Asia Pacific: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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		DM		NA		NA		Product Demo		5		50		Presale / Internal

		DS		B3		D5		Dimensions Sheet		1		5		Post / External

		DU		B3		D5		Document Update		1		5		Post / External

		GR		B2		D6		Getting Results		1		5		Post / External

		IN		B3		D5		Installation instructions		1		5		Post / External

		LM		NA		NA		Launch KitMaterials		5		50		Presale / Internal

		PC		B3		D5		Packaging Contents

		PL		E-only Primary, B3		E-only		Price List		5		50		Presale / Internal

		PM		B2		D6		Programming Manual		1		5		Post / External

		PP		A3		D1		Product Profile  NOTE: Application Solutions are to be assigned the AP pub type.		5		100		Presale / External

		QR		B2 Primary, B3, B5		D5, D6		Quick Reference		1		5		Post / External

		QS		B2 Primary, B3, B5		D5, D6		Quick Start		1		5		Post / External

		RM		B2		D5, D6		Reference Manual		1		5		Post / External

		RN		B3		D5		Release Notes		1		5		Post / External

		SG		B1 Primary, B4		D5, D6		Selection Guide Colour		5		100		Presale / External

		SG		B2		D5, D6		Selection Guide B/W		5		100		Presale / External

		SP		A1, A2, A3, A4		NA		Service ProfileSales Promotion NOTE: Service profiles are to be assigned the PP pub type.		5		100		Presale / Internal

		SR		B2, B3		D5, D6		Specification Rating Sheet		5		100		Presale / External

		TD		B2 Primary B3, B4, B5		D5, D6		Technical Data		5		100		Presale / External

		TG		B2, B3		D6		Troubleshooting Guide		1		5		Post / External

		UM		B2 Primary, B4		D6		User Manual B/W		1		5		Post / External

		WD		B3		D5		Wiring Diagrams / Dwgs		1		5		Post / Internal

		WP		B3 Primary, B5		D5		White Paper		5		100		Presale / External

		Pre-sale / Marketing		All paper in this category is White Brightness, 85% or better.  Opacity 87% or better

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		A1		4 color		170gsm  2pp		100# gloss cover, 100# gloss text

		A2		4 color		170gsm, folded, 4pp		100# gloss cover, 80# gloss text

		A3		4 color		Cover 170gsm with           Body 120gsm, > 4pp		80# gloss cover, 80# gloss text

		A4		2 color				80# gloss cover, 80# gloss text

						170gsm Silk – 120gsm Silk

		A5		2 color				80# gloss cover, 80# matt sheet text

						170gsm Silk – 120gsm Silk

		A6		1 color		170gsm Silk – 120gsm Silk		80# gloss cover, 80# matt sheet text

		A7		4 color cover				10 Point Cover C2S

				2 color text		Category being deleted		50# matte sheet text

				Selection Guide

		A8		4 color cover		Category being deleted		50# matte sheet text, self cover

				2 color text

				Selection Guide

		A9		2 color		100gsm bond		50# matte sheet text, self cover

				Selection Guide

		Post Sale / Technical Communication

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		B1		4 color cover		270gsm Gloss 100gsm bond		10 Point Cover C2S

				2 color text				50# matte sheet text

		B2		1 color				60# Cover

						160gsm Colortech & 100gsm Bond		50# matte sheet text

		B3		1 color				50# matte sheet text, self cover

						100gsm bond

		B4		2 color				60# Cover

						160gsm Colortech & 100gsm Bond		50# matte sheet text

		B5		2 color				50# matte sheet text, self cover

						100gsm bond

		Catalogs

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		C1		4 color cover		270gsm Gloss 90gsm silk		10 Point Cover C2S

				4 color text				45# Coated Sheet

		C2		4 color cover		270gsm Gloss 80gsm silk		10 Point Cover C2S

				2 color text				32#-33# Coated Sheet

		JIT / POD

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		D1		4 color		170gsm white silk		80# gloss cover, coated 2 sides

		D2		4 color		120gsm white silk		80# gloss text, coated 2 sides, self cover

		D3		4 color		Cover 170gsm  with           Body 120gsm		80# gloss cover, 80# gloss text coated 2 sides

		D4		1 color		160gsm tab		90# index

		D5		1 color		80gsm bond		20# bond, self cover

		D6		1 color		Cover 160gsm tab with Body 80gsm bond		90# index, 20# bond

		D7		2 color		160gsm tab		90# index

		D8		2 color		80gsm bond		20# bond, self cover

		D9		2 color		Cover 160gsm tab with Body 80gsm bond		90# index, 20# bond

		D10		Combination: 4 color cover, with 2 color body		Cover 160gsm with           Body 80gsm		90# index, 20# bond





Print Spec Sheet

		JIT Printing Specifications				RA-QR005D-EN-P  -  4/03/2009

		Printing Specification		YOUR DATA HERE		Instructions																																				NO

		(required) Category:		D6		Select Print Category A,B,C or D from category list, on "Introduction_Catagory Types" tab																														11” x 17”				LOOSE -Loose Leaf		YES		Pre-sale / Marketing				TOP

		(required) Finished Trim Size Width:		8.5” x 11”																																8.5” x 11”				PERFECT - Perfect Bound				A1				LEFT

		(required) Publication Number :		1752-RM001C-EN-P		Sample: 2030-SP001B-EN-P																														3” x 5”				SADDLE - Saddle Stitch				A2				RIGHT				CORNER

		Use Legacy Number		NO		YES or NO																														18” x 24” Poster				PLASTCOIL - Plastic Coil (Coil Bound)				A4				BOTTOM				SIDE

		Legacy Number if applicable:				Sample Legacy Number: 0160-5.33																														24” x 36” Poster				STAPLED1 -1 position				A3

		Publication Title:		SmartGuard 600 Controllers Safety Reference Manual		Sample: ElectroGuard Selling Brief																														36” x 24” Poster				STAPLED1B - bottom 1 position				A5

		(required) Business Group:		Marketing Commercial		As entered in DocMan																														4” x 6”				STAPLED2 - 2 positions				A6

		(required) Cost Center:		19014		As entered in DocMan - enter number only, no description. Example - 19021		CMKMKE CM Integrated Arch - 19021
CMKMKE Market Access Program - 19105																												4.75” x 7” (slightly smaller half-size)				THERMAL - Thermal bound (Tape bound)				A7

		Binding/Stitching:		SADDLE - Saddle Stitch		Review key on right...		Saddle-Stitch Items 
All page quantities must be divisible by 4.
20 sheets max. on 20# (text and cover); 20 sheets = 80-page pub
16 sheets max. on 20# (text) and 90# (cover); 16 sheets = 64-page pub

Perfect Bound Items
475 sheets max. on 20# no cover; 475 sheets = 950-page pub
470 sheets max. w/cover / 90# index unless indicated otherwise); 470 sheets = 940-page pub

Coil Bound Items
400 sheets max. of 20# (if adding cover deduct equivalent number of pages to equal cover thickness) (90# index unless indicated otherwise); 400 sheets = 800-page pub

Tape Bound Items
125 sheets max. on 20# no cover; 125 sheets = 250-page pub
120 sheets max. w/cover (90# index unless indicated otherwise); 120 sheets = 240-page pub

Double Wire Bound Items
250 sheets max. on 20# (if adding cover deduct equivalent number of pages to equal cover thickness) (90# index unless indicated otherwise); 250 sheets = 500-page pub																												4.75” x 7.75”				THERMALO - Thermal Bound (Tape bound - offline)				A8

		(required) Page Count of Publication:		60		Total page count including cover																														5.5” x 8.5” (half-size)				Wire O - Double Wire Bound (offline)				A9

		Paper Stock Color:		White		White is assumed.  For color options contact your vendor.																														6” x 4”								Post Sale / Technical Communication

		Number of Tabs Needed:		none		5 tab in stock at RR Donnelley																														7.385” x 9” (RSI Std)								B1

		Stitching Location:		SIDE		Blank, Corner or Side																														8.25” x 10.875”								B2

		Drill Hole YES/NO		YES		All drilled publications use the 5-hole standard, 5/16 inch-size hole and a minimum of ¼ inch from the inner page border.																														8.25” x 11” (RA product profile std)								B3

		Glue Location on Pad:				Glue location on pads																														8.375” x 10.875								B4

		Number of Pages per Pad:				Average sheets of paper.. 25, 50 75,100 Max																														9” x 12” (Folder)								B5

		Ink Color		black		One color assumes BLACK / 4 color assume CMYK / Indicate PMS number here…																														A4 (8 ¼” x 11 ¾”) (210 x 297 mm)								Catalogs

		Used in Manufacturing:		NO																																A5 (5.83” x 8.26”) (148 x 210 mm)								C1

		Comments:		Ship proof to:Rockwell Automation, 1201 South Second Street, Milwaukee, Wisconsin, 53204, Attention Peter Grzechowiak																																								C2

		Part Number:		none																																								JIT / POD
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