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The system would be added to the existing access system. The existing steel doors with 
interlocks would remain in place preventing access during beam operations and for use 
during restricted access. 
 
Attached is a plan view of the proposed system for operator-free access to the NSRL 
target room during controlled access. During restricted access, the new system could be 
manually or automatically moved to the side (as shown) for unimpeded access to the 
target room. 
 
Description of access logic with the area in controlled access mode: 

NOTE: As part of the training, each user will be instructed that controlled access to 
the target room requires that each user must have a token in their possession and 
must enter and exit the access system one-at-a-time.  
1. Users will remove a token with an integral RFID tag using the Iris scanner. This 

will associate the User with a specific RFID. Removal of a token will open the left 
entrance door to the target room  

2. With a RFID token, the User can proceed thru the system to the target room. 
This will create a logical sequence in the system which must be completed to 
maintain the sweep of the target room.  

a. The first turnstile will count a user going in. (The turnstiles are directional)  
b. Upon entering the turnstile, the swing gate(s) will swing away from the 

direction of travel as a visual cue to the user.  
c. The light curtains will break and RFID sensors will register the person in 

the man trap area  
d. The second turnstile will count a person going in.  
e. Upon exiting the second turnstile, the swing gate(s) will close.  
f. An exiting user will reverse the sequence and replace the token with the 

IRIS scanner.  
g. This sequence can be used by multiple users (maximum number of 

tokens available). The access system will count each user in and out. A 
user “out” count and RFID register must be preceded by a user “in” count 
and RFID register.  

3. A cart will register in the turnstiles as a count “in” or “out”. Carts permitted for this 
use will be outfitted with a unique tamperproof RFID tag. A user with a cart will be 
counted by the turnstiles as “two”. A “two” count with a unique cart RFID will be 
permitted. User count by the access system will be adjusted to “one”. This will 
allow a cart to be left inside the target room.  

4. A break in the light curtain without a turnstile count will drop the sweep. This 
checks for a failure of a turnstile to count an entrance or exit.  

 
Assuming the access system is designed as per the sketch and the equipment works as 
advertised; the proposed access system will not allow a single user to defeat the system. 
However, the following willful acts by a user and an accomplice will result in an 
unaccounted person in the target room: 

1. One person with a RFID token tailgated VERY CLOSELY by another person 
without a RFID token thru both electronic turnstiles.  

2. One person with another person on his/her shoulders with only one RFID token 
thru both turnstiles.  


