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Beam Interlock Systems

Operators should not routinely use interlock systems to turn off radiation producing equipment. The equipment control system should provide this function. 
Loss of power, signal or communication to all or a self-contained subsection of the interlock-system components should trigger a requirement for an operator to re-secure the affected area, which would involve searching any area opened during the loss of power, signal or communication. The search should not be required for enclosures that have undisturbed positive tamper-proof seals on entryways (e.g., manual locks, tamper-proof tape or wire). 
Operations should use procedures to sweep accelerator enclosures clear of personnel; that is, operators of accelerators should search and clear the enclosure of personnel before they enable beam to ensure that there are no people still inside the enclosure. Sweeps should occur unless a “controlled access” applies. 
A “controlled access” is where operators permit a few workers to enter an already searched area to carry out specific tasks. These workers should be tracked when they enter and when they leave.  When all personnel leave the accelerator enclosure, operators may return the accelerator to the beam enabled condition without a search. The safety of “controlled access” entries depends on strict controls and well-defined procedures that make certain the same number of people who entered the enclosure leave the enclosure. Operators should make a permanent, written or electronic record of each “controlled access”, and it should include the name of each person entering, and the time of entry and exit.  Operators should retain this record as a part of the operations records for the accelerator facility.
If any door opens after operators perform a sweep or any emergency function of the interlock system activates inside the accelerator enclosure, then the system logic should abort the sweep and the operators should re-start the sweep from the beginning. 
Search procedures should be rigorous and carefully designed, and should be reviewed when the area configuration changes and every three years.  Personnel normally swept from an enclosure by operators should perform an independent review of the sweep procedures. 
Each passage, into or out of an entry door, should be controlled by an operator or via a biometric system providing equivalent protection to an operator. The interlock system should require an operator action to open the door or a biometric-system action to open the door without aborting the searched condition of the accelerator enclosure. An operator may exercise control remotely from a control room if the operator maintains suitable surveillance by television or other means. If a biometric system is in use in lieu of an operator or a remote operator, then the biometric system should provide reliability equivalent to or greater than an operator and be approved by the accelerator management. 
Operators should place administrative limits both on the number of people allowed into the accelerator enclosure when allowing “controlled access” and on the maximum elapsed time in “controlled access” without re-sweeping. After a “controlled access” is complete, the entry record should be reconciled to ensure those who entered have left, and a warning interval should be required before operators return the accelerator to the beam-enabled condition.
Operators should establish an appropriate entry control program including 
entry procedures for specific beam lines or accelerator areas
entry procedures for entry into enclosures after abnormal conditions
escorting policies for accelerator enclosures
access procedures into high radiation areas or areas with multiple hazards
Administrative procedures should define the required actions of personnel whenever interlock systems disable the accelerator, and line managers should review and approve the procedures. For accelerator enclosures capable of having residual radiation after the accelerator beam is disabled, entry procedures should include radiation surveys as part of the initial entry, and periodically, as necessary. 
As a minimum, interlock system bypass procedures, should address the following 
If a bypass is used, the accelerator manager should ensure a documented practice or procedure is in place to ensure only appropriate bypasses remain in place prior to operations with beam
A cognizant interlock system engineer and a designated specialist familiar with the hazard requiring an interlock system should review and document approved bypasses
The reviewers should verify and maintain a bypass documentation file with the following information: 
· Description of bypass with expected expiration date
· Explanation of continued safety functionality or equivalent protection after bypass is incorporated
· Description of bypass validation test; this is a test to see if the system functions as expected with the bypass in place
· List of equipment used for bypass including type and serial numbers when applicable
· Copies of marked up drawings, state tables, logic diagrams or other relevant documentation 
· Test results after the bypass removal to verify the safety function of the interlock system is returned to non-bypassed condition
Operators should not allow software-development-computers or test boxes to link to computer-based/PLC-based interlock systems during beam operations. Software-development-computers or tests boxes should be permitted to link to computer-based/PLC-based interlock systems only if there are no beam operations in the area under test or development, and only if appropriate safeguards are in place to protect connected or contiguous accelerator enclosures. After software-development-computers or test boxes are used and before operators return the beam to operations, operators should verify that the interlock-system software was not changed. Operators should reset interlock systems to a safe state to ensure software-development-computer or test box did not leave the interlock system in an unsafe state.  In addition, before returning beam to operation, operators should ensure one of the following
no personnel have entered affected enclosures or
“controlled access” was in use in affected enclosures or 
the affected accelerator enclosures are swept before the accelerator is returned to the beam-enabled state







