B.1.g    Credited controls certification and maintenance

1) Documenting the basis for credited controls

The basis for each credited control must be documented such that those responsible to ensure compliance with the ASE understand the reason for each credited control and so future staff can clearly understand the basis. This includes the basis of limits and conditions, engineered controls and administrative controls, including any testing, calibration, maintenance and inspections, including their specified frequency and allowable extensions, necessary to ensure the safe operation and maintenance of an accelerator facility. The primary purpose for documenting the basis for each ASE requirement is to ensure that proposed changes will not affect the original intent or purpose. The basis may be documented in the SAD or in the ASE itself. 
2) Testing credited controls
i. Functional testing of credited controls, which validates the system performs as designed under conditions of use, should be performed as recommended by the manufacturer or at least annually.  Actual testing intervals should take into account the system reliability, as specified by the probability of the critical components of the credited control to fail on demand of a safety challenge. For example a credited control using redundant systems could allow for a longer testing interval than one that is not using redundant systems.  A credited control system should not be used to provide protection unless it has been validated within the specified testing interval. A short grace period could be allowed if specified in the administrative procedures.  Credited control designs should accommodate testing efficiency and may include features to reduce the frequency of high power equipment cycling expected for end-to-end functional tests.  One way to achieve this efficiency is to design in a so called “test mode”. This mode could be designed in such a way as to allow exercising the 100% of the software and 99% of the hardware during 99% of the annual validation and not turn on hazardous equipment in the process. This concept eliminates the cycling of high power equipment that could shorten the life of expensive components and eliminates hazards (e.g. radiation, rf, electrical, etc.) except during a final end-to-end functional test.

ii. Functional testing should also be completed after modification of any credited control system. The amount of testing should be relative to complexity of the modification, whether they were directly related to a safety function and if the modifications were hardware, software or both.

iii. Testing should be accomplished with procedures written and approved to verify each safety function as it is described in the SAD and/or design specification documentation. These procedures should include step check-off for each observed response, thus providing an auditable record of execution.


a) Functional tests should exercise inputs and verify each protective response. 
b) All safety related equipment used for quantitative measurements, such as radiation, flow, etc., should be verified/calibrated with instruments whose calibration is traceable to international or national standards, if available.
c) Integrity of redundant interlocks should be determined.
d) It is important that critical devices are tested in their operating configuration, and exercised end-to-end
e) Whenever possible, tests should verify that the credited controls provide protection in response to likely improper actions.

3) Bypassing credited controls
Bypassing credited controls, even those with safety interlocks or safety functions are permitted only if all the following are true:
i. Bypassing will not violate the ASE requirements
ii. There is a redundant credited control system still operating and/or there is more than one method to remove the hazard of which at least one is still operational
iii. Very strict administrative controls are in place
iv. [bookmark: _GoBack]Review and approval required before bypassing can be put in effect
v. The bypassing is a brief temporary event to be permanently removed
vi. A log is used to record the nature and duration of the bypassing
Credited control designs can accommodate bypass capabilities in order to avoid hidden jumper wires or hidden software forcing and allowing for true input and output panel indications. These designs can also include key switch bypasses, with administratively controlled keys and maintain normal alarming and logging functionality during bypassing.

4) Performing maintenance on credited controls
i. For routine maintenance and one-for-one component replacement done on credited control systems, preapproved work plans or procedures should be in place.  These procedures should contain steps to assure; The maintenance will not violate the ASE requirements
ii. The work is reviewed and workers  obtain approval  before starting the work
iii. Work approval document(s) are located or posted in a known public area before starting work
iv. Proper safeguards are in place (e.g.  Locked magnet power source), before taking the credited control system out of normal operating mode 
v. Procedures are executed by  authorized/qualified persons 
vi. Documentation is updated as required
For maintenance that requires modifications to the credited control system, in addition to all the above, a more formal review of the proposed work may be necessary, including completion of an Unreviewed Safety Issue Determination.  

5) Returning credited controls to service
For routine maintenance and one-for-one component replacement done on credited control systems, the following should be completed before the credited control systems are allowed to return to service;
i. Validation tests of work done is completed  before procedure can be signed off as complete
ii. Work approval document(s) are removed from posting area and sign-offs  are complete
iii. All documentation is revised as necessary and maintained in a controlled system for historical record of work performed.
For maintenance that requires modifications to the credited control system, in addition to all the above, a complete validation of the systems affected should be performed.
