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B. [bookmark: _Toc314989811]Accelerator Facility Operations

The Contractors Requirements Document (CRD) in DOE Order 420.2.C requires the contractor to have the following operations program elements prior to routine operation:
Clearly defined roles and responsibilities for accelerator activities including those for training and procedures
An unreviewed safety issue (USI) process
A USI process that supports configuration management efforts that helps to ensure facility and supporting safety documentation are current and periodically updated
A contractor assurance system that maintains an internal assessment process
A facility configuration management program that is related to accelerator safety
Credited Controls and appropriate administrative processes related to accelerator safety (e.g. training, procedures, etc.).
A process to ensure any activity violating the ASE be terminated immediately and be put in a safe and stable configuration
 The CRD further indicates that accelerator operations are those activities of an accelerator and any associated accelerator facilities bounded by the Safety Assessment Document (SAD).  The farthest reaching of these contractor requirements is the requirement that Credited Controls and appropriate administrative processes related to accelerator safety (e.g. training, procedures, etc.) are in place for routine operation.  This section of the Guide is intended to provide guidance on appropriate processes and the graded approach to be used for training, procedures and the “et cetera” or “and other things” that are related to safety and bounded by the SAD.
A graded approach to implementing accelerator operations program elements places the most emphasis on and allocates the proper resources to those operations that may have the greatest effect upon personnel, environment, safety, security, health, cost, data, equipment, performance, and schedule.  The graded approach is a process for determining that the appropriate level of safety analysis, management controls, documentation, and necessary actions to comply with requirements are commensurate with the potential to
Create an environmental, safety, security, health or radiological hazard
Incur a monetary loss due to damage, or to repair/rework/scrap costs
Reduce the availability of an accelerator facility or equipment
Adversely affect the science program or mission objective or degrade data quality
Unfavorably impact the public’s or regulator’s perception of the contractor or DOE
Accelerator contractors should consider the following when reviewing for the application of the graded approach: 
Base the graded approach for determining the need for an operations program element on the risk of adverse environmental, safety and health impacts and/or adverse programmatic impact
Attempt to quantify the risk of adverse impacts in terms of consequences and frequency of occurrence; however, also use engineering judgment and adequate margins of safety
For consequences consider all costs, e.g., replacement cost, cost of labor, downtime due to real or perceived issues, injuries, investigation efforts, cleaning including decontamination, renovating, replacing, or rehabilitating structures, equipment, or property
Consider intangible consequences. For example, consider the intangible consequences of shutting down the accelerator complex for one month in the event of failure; intangible consequences are difficult but not impossible to estimate
Base the frequency of events or consequences on relevant experience in the accelerator community, and engineering judgment
Table 1 describes a suggested approach for determining operations program elements for specific risk. Base risk estimates from the accelerator operations on a risk assessment that accounts for severity of the consequences and the likelihood of an occurrence or exposure.  Develop program elements such that they specify regulatory requirements, internal contractor requirements, training and qualification requirements, assurance requirements and records requirements.  The contractor should determine which program elements are applicable to their particular accelerator.


Table 1 Suggested Graded Approach to Implementing Accelerator Operations Elements
	
Accelerator Operations Program Element
	
Implement (X) Program Element if Based on a Risk Assessment and the Estimated Risk[footnoteRef:1] is: [1:  For more details on risk levels, see Table 4 in ANSI/ASSE Z590.3 – 2011, Prevention through Design Guidelines for Addressing Occupational Hazards and Risks in Design and Redesign Processes, American Society of Safety Engineers, 1800 East Oakton Street, Des Plaines, Illinois 60018-2187] 


	
	Low Risk
	Medium Risk
	Serious Risk
	High Risk

	Training
Use qualified personnel
Training must be identified, completed, recorded, maintained, and reviewed before work commences
	
	
	
X
X
	
X
X

	Design
Design effort - develop milestones and define design criteria for an accelerator or accelerator facility modification
Prepare/distribute drawings, specification, and other design documentation that are considered necessary to define the design parameter of the modification; this includes determining appropriate codes, standards, and practices
Perform design reviews that ensure a USI is not created
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	Work Process
Prepare procedures considered necessary for conducting the accelerator operation or experiment
Prepare operating maintenance procedures for check-out, start-up, and operations for accelerators and accelerator facilities and equipment 
Prepare procedures for complex activities 
Identify, protect, and control material that has been identified as age-sensitive (items with limited operating life), items subject to environmental deterioration, or items identified in the ASE
Identify and document special requirements for handling, storage and transport of hazardous equipment or accelerator components
Assure special processes are performed and verified, by technically competent personnel, in accordance with written procedures 
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	Corrective Action
Determine the cause of abnormal occurrences and events with adverse consequences and develop remedies to preclude the recurrence
	
	
	
X
	
X

	Control of Safety Related Equipment
Establish calibration procedures and frequency for equipment and devices considered necessary to meet the accelerator or accelerator facility objectives and safe conduct of operations and experiments 
Identify equipment requiring calibration, establish calibration frequency and show calibration status on equipment necessary to meet the accelerator or accelerator facility objectives and safe conduct of operations and experiments
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X


X

	Records
Identify records documenting actions taken during an experiment or accelerator operations that have affected environment, safety or health 
Identify and control items that are considered necessary for safely conducting the activity or experiment to ensure their proper use
Prepare and maintain records of actions affecting ESH (Inspection and Test Records, Calibration Records, Materials Certifications, Waivers) 
Prepare and maintain records of actions affecting operations 
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B.1. [bookmark: _Toc314989812]Operational Planning and Procedures

In the initial planning of an accelerator facility or accelerator operation, which includes design, specification, prototyping, and construction processes, the opportunities are greatest and the costs are lowest for hazard identification and control. During the operational stage, where management has identified new hazards, redesign initiatives or changes in work methods are costly.  However, accelerator contractor management should provide new or modified controls for new hazards before occurrences or exposures occur.
Contractor management should establish policies and procedures to assure that accelerator activities include input from those who have operations responsibilities, safety and health professionals, maintenance personnel, supervisors, and affected experimental operations personnel, to the extent practicable.  Contractor management should establish a process for periodic policy and procedure review. Management should implement written procedures for accelerator start-up, routine operations, accelerator shutdown, testing and maintenance of accelerator safety systems, and testing and maintenance of experiment safety systems. 
The contractor’s design review process should have procedures that require the lead scientist or accelerator project manager to ensure that design safety reviews are complete. 
Depending on the estimated risk, accelerator contractor management should examine and sign off on accelerator system specifications, operations procedures and maintenance procedures.  
Although vital in many situations, warning systems are reactionary since they alert operations personnel to a problem after it occurs. Warning system success relies on administrative controls.  Administrative controls include training, drills, and the frequency and quality of safety system maintenance and testing.  While radiation detector systems, inert gas detection systems, smoke detection systems, and their alarms and backup alarms are engineered controls, signs and warnings or alerts in operating procedures or manuals or on equipment are administrative controls.  Administrative controls rely on the capabilities of operations personnel who are responsible for their delivery and application, and the effectiveness of the chain-of-command system for accelerator operations. In order to achieve a superior level of effectiveness in administrative controls, accelerator and accelerator facility managers should 
Ensure appropriate operations personnel selection
Develop and apply work planning procedures
Provide training and supervision for accelerator operators
Implement operations and maintenance work schedules
Employ job rotation and schedule rest periods for operations and experiment personnel 
Implement management of change programs for accelerator facility safety systems
Investigate all injuries and occurrences
Perform on-site inspections on a daily or weekly basis

1. [bookmark: _Toc314989813]Operational Organization and Administration

The accelerator operations organization should specify goals and the means to achieve them. The organization should derive goals, objectives and targets from institutional-level documents, and integrate them into the accelerator organization’s management programs such as the environmental management program, the occupational-safety and health management program, and the self-assessment program.  The goal for risk from all hazards should be below relevant legal limits, and ‘as low as reasonably achievable (ALARA).’ The goal for work related illness and injury should be zero and safety should be an overarching priority for all activities. For radiation exposure, the accelerator organization should establish an annual ALARA goal.  Expand the ALARA philosophy to include waste generation and the potential for pollution from accelerators and experiments.  Institutional-level managers should review performance against accelerator organization’s goals and managers should review the performance annually, and assign resources, if appropriate, following the review.
The accelerator organization should specify the type of controls necessary to implement the policy.  The accelerator organization should use supervision, administrative controls, training, procedures and engineered safety systems to implement policy.   
Personnel should understand their authority and responsibility, through accountability.  Define authority, responsibility, accountability and interfaces with other groups clearly in procedures.  The accelerator organization should assign specific individuals, train and hold them accountable for safety, emergency response, and commissioning and operations roles.
The accelerator organization should specify the type of controls necessary to implement the physical security of the accelerator facility.
The accelerator organization management should provide sufficient resources, material, and labor.  Management should define a minimum numbers of accelerator operators.  This is often a control defined in the Accelerator Safety Envelope.  Management should judge the minimum staff sufficient for safe operation, although managers use larger staffs routinely for operational efficiency.  During operations of larger accelerators and accelerator facilities, the operations organization should manage materials and resources day-to-day, and during shutdown, the maintenance organization should manage them. 
Do not use excessive overtime.  Managers should use shift operations to avoid excessive overtime.  Provide technical support personnel.  The technical support personnel may include accelerator operators, motor-generator set operators, Radiological Control Technicians, accelerator operators and cryogenic systems personnel.  Managers should staff according to various changes in operations.  Develop a long-range staffing plan by monitoring operations performance.
Supervisors should observe operations, maintenance activities frequently, and document problems for evaluation.  Use scheduled inspections, performance indicators, audits, reviews, critiques, injury and illness reports, self-assessments and self-evaluations to document problems for evaluation and to observe operations.  Critique minor issues to reduce the chances that they lead to future occurrences.  Operators should use a web-based machine-performance monitoring log and regularly inform the management.  Supervisors should participate in inspections and audits, become members of safety review committees, and ‘supervise by walking around.’ 
Operations goals should
· Comply with ASE requirements
· Minimize the unavailability of safety systems
· Minimize personnel errors
· Conform to ALARA guidelines
· Minimize loss of the facility capability
· Minimize the number of unscheduled shutdowns
· Minimize the number of missed inspections
· Minimize the amount of overtime
· Achieve and maintain complete staffing and training requirements
· Minimize waste
· Minimize the number of alarms
Operations goals should be measurable, achievable, and auditable.  Accelerator operators should develop an action plan to meet goals, and report results of audits to facility management.
Operations procedures can minimize the unavailability of safety systems by requiring operations be curtailed should safety systems fail to operate.  INPO Human Performance approaches can minimize events by training accelerator personnel to recognize error-likely situations.  Accelerator personnel should integrate ALARA into routine operations and work planning procedures.  For example, operators should aim at reducing beam losses to the lowest reasonably achievable level.  
High reliability is a useful goal if the overarching constraint is safety.  Equipment breakdown is typically a major source of radiation exposure to workers.  Managers can build high reliability into components based on experience gained with the accelerator equipment.  Managers can use a computer aided maintenance program on a daily basis in order to aim for maximum system and facility availability.
Minimize unscheduled shutdowns through periodic maintenance, formal reporting of problems, good communications between experimenters and operators through weekly meetings, and by designing equipment to be “radiation hardened.”
Use written procedures and checklists to complete inspections on a timely basis.  
Using shift operations during long running periods minimizes overtime. Managers should specifically address overtime policies in a written procedure. 
Managers should monitor staffing and training requirements.  Do not allow unqualified staff to operate accelerators or perform work in accelerator facilities.
Implement a formal program to minimize waste.  Operations personnel should develop procedures that deal with hazardous, radioactive and clean waste plus recycling.  Identify specific roles, responsibilities, accountability and authority in order to minimize waste and prevent pollution.  Environmental concerns should be a routine aspect of planning work.
Consider human factors in the design of panels and alarms when introducing systems into accelerator or accelerator-facility control-rooms in order to minimize error. 
Accelerator and accelerator facility personnel should perform self-assessments regularly.  Develop a self-assessment plan for accelerator operations and maintenance.  Ad hoc groups or standing committees typically develop assessment plans in response to an event. Develop self-assessment the same way but the lines of inquiry for self-assessment plans should relate to the mission, training, environmental goals and safety goals.  Report results of self-assessments to management and where applicable up the line to DOE.  Conduct manager and worker self-assessments on an established schedule.  Track corrective actions to closure.  
Hold workers and supervisors accountable for their actions. Use discipline and performance appraisals to ensure accountability.  Use a formal performance appraisal program for all staff.  Factor adherence to all rules, including rules dealing with safety, quality, operations or maintenance, into an individual’s appraisal and performance goals.  Describe standards for disciplinary action in a procedure or policy document.  
Incorporate formal training of supervisors and managers into the overall training plan.  Perform job-training assessments for all positions and develop the training requirements. Assess all jobs for environmental, safety and health hazards, and determine the necessary training before authorizing persons to perform the work.  Incorporate job-specific training requirements into procedures.  Where appropriate, require staff and experimenters to qualify in formal training programs.  
Provide guidance to personnel so that they understand safety requirements.  Explain the role of the Safety Assessment Document and the Accelerator Safety Envelope to all operations personnel.  The Accelerator Safety Envelope requirements must be satisfied at all times.  Safety analysis and DOE approval are required for operations outside the current, approved safety envelope. Managers must control change at the accelerators and experiments to prevent operations outside the envelope.   Make operations and experiment personnel familiar with the requirements for safety review prior to a change through periodic training.  For operations that inadvertently go beyond the safety envelope, train operators to report using a formal procedure.  Make all operations staff aware of the protocols either for reporting occurrences or for scheduling safety reviews through facility-specific and job-specific training programs.

[bookmark: _Toc314989814]Operations Management

Operators, supervisors and managers should follow a written procedure for occurrence/event reporting and processing of significant operations information.  The contractor should report events that do not meet the criteria of a DOE reportable occurrence via a contractor trouble reporting system. An operator’s log should document day-to-day changes in accelerator facility status and management should review each day.  
Management should require operations crews to adhere to procedures and to sound operating practices.  All operators should train in appropriate safety courses such as electrical safety, radiation safety, and hazardous materials handling.  Post areas and/or equipment with requirements for personal protective equipment such as safety glasses, hearing protection, hard hats and non-treated, natural fiber clothing for arc flash hazards.  The contractor should use work-planning procedures to define safety requirements including protective equipment at the planning stage for specific jobs or experiments.
Operators should visit experimenters and the experimental areas each shift; managers should visit experimental areas weekly.  Define tour activities in a procedure.  Shift personnel should perform a tour of the accelerators and experimental areas and perform surveillance activities according to written procedures.  Use tours or sweeps to ensure personnel are out of accelerator enclosures before enabling beam. 
Tour activities should include a periodic review of equipment status including an examination of radiation levels, particle fluence rates, system pressures, temperatures and access control mode.  
Train operators to look for unexpected conditions such as radiation levels, water leaks, unusual noises or smoke and to check local status panels and local alarms when on tour.  Train operators to inspect for area-specific abnormal conditions.  
Use local alarms to alert the person on tour to abnormal conditions. For inaccessible areas, use panel alarms to alert the operator in the control room.  Inaccessible areas, such as accelerator enclosures during operations with beam, should use various sensors for smoke, water, pressure, ground faults and radiation that annunciate in the control room and/or at the watch station when appropriate. 
Report deficiencies noted in trouble reports or the logs of the various touring groups up the supervisory chain for immediate action.
Radiological control technicians (RCT), cryogenic system watches, experiment shift leaders and all other shift groups should perform tours and record their findings.  Use approved tour sheets to record findings; for example, area-specific sweep checklists, RCT survey forms, and hazardous gas checklists for the experimental detectors. 
Monitor and record key parameters for equipment and systems.  Maintain written shift records and review during an overlap period in the shift change.
List operational safety limits in procedures.  For example, list maximum radiation levels, cryogenic pressures and flammable gas pressures or other parameter ranges in writing on tour sheets.
Review radiation surveys and area monitoring data routinely to estimate potential exposure of workers and experimenters.  Continually monitor equipment operations from the control room and track undesirable trends in advance of equipment failures.  For example, the radiation monitoring system should detect low-level beam losses well before serious radiation events occur.  Train operators to respond to these trends, for example, by realigning the beam through magnet current settings.   Record important radiation alarms automatically.  Supervisors and managers should review radiation data along with beam-intensity data periodically, and record their review.  Review the long-term trend of radiation levels.  Record summaries of operator actions in the event of machine interruption and review these records each day.  Record various categories of machine downtime and routinely examine long-term trends.  
Train operators in ALARA practices using written procedures.  Require work permits or Radiation Work Permits for specific jobs involving moderate and high risk of injury or radiation exposure. Review proper use of permits using self-assessments or quality assurance audits.  Use standing work permits for routine tours, inspections or work observations.  Plan all work; train workers to perform work planning even for low risk tasks.
Supervisors should review worker radiation-exposure trends periodically. Managers, ALARA Committees, and supervisors should review long-term dose trends.  Annually, an ALARA Committee should review all radiological data from the prior year and make recommendations on dose goals for the coming year.
Take prompt action to investigate abnormal or unexpected radiation-level indications. Instruct operators to believe instrument readings and treat them as accurate unless proven otherwise.  In order to instill trustworthiness, calibrate the area-radiation system annually according to ANSI standards and test the function of the access control system every year to ensure reliability.  
Understand current conditions prior to resetting protective devices. If a protective device trips the accelerator to a safe state, such as would happen if an area-radiation monitor sees unexpected radiation, then operators must investigate.  Operators must understand the reason for that trip before resetting the device.  Write response actions into procedures, for example, for radiation alarm response and for oxygen-deficiency alarm response.
Approve any power or process rate changes formally.  Prepare, review and approve drawings in order not to compromise safety systems before power systems are changed.  Provide guidance to operators on which major loads to turn off when no longer needed for safety, equipment protection or programmatic reasons. 
Train operators to understand their authority to operate and the authority of the supervisor.  Operate accelerator equipment only with trained and qualified personnel operate.  List training records and identify qualified personnel according to job classification.  Personnel should personally acknowledge their roles, responsibilities, authorities and accountabilities. 
Establish places for administration, communications, and shift turnover.  A main control should serve as the operating base.  Ensure it is equipped with communications and office equipment needed to conduct duties, including communications equipment.  Use a separate conference room or other area for conducting shift changeover activities.  Prohibit potentially distractive material and activities from control rooms.  Prohibit written material not pertinent to operations and entertainment devices.

[bookmark: _Toc314989815]Training, Communications and Notifications

[bookmark: _Toc314989816]Operator Qualifications and Periodic Re-training 

A trained and qualified workforce is essential to the safe and environmentally responsible operation of accelerators.  Training serves as the primary means of familiarizing personnel with hazards and communicating the actions required.  A qualification process for those personnel whose activities affect the safety and health of themselves or others is necessary to formalize the evaluation of a person’s competence to undertake the proposed activity as required.  Accelerator management grants qualification of an individual based upon a review of that person’s credentials and experience or through a formal testing program or a combination of both. Accelerator managers should train operators on the layout, systems and their supports, equipment and system interactions that directly relates to their responsibilities. In the context of this guide, operator implies shift staff, physicists, engineers, construction and maintenance personnel, technicians, radiation protection staff and safety professionals. The more personnel understand about the facility, the more value they add in their day-to-day responsibilities. 
Consider a tailored training approach based on a facility’s complexity and potential impacts when applying this guidance.  For example, a simple low-energy, small-staffed accelerator might require only minimal programs to assure safe operations while a high-power complex facility might require very comprehensive programs.  Additionally, a tailored approach to the level of operational rigor applied to different modules within the same facility can be advantageous when a particular module has a significantly different type of hazard than the other modules of the same facility.
Training at accelerators typically covers the following safety topics using a tailored approach based on the individual’s responsibilities:
The SAD, especially the safety analyses; this gives an overview of the potential accelerator–specific accidents and potential consequences, thus providing insight on what can happen
The ASE including the bases for each ASE requirement; this provides the operators with an understanding of the importance of satisfying each ASE requirement and the reason that it is specified
Normal, off-normal and emergency procedures
The USID process, which ensures that any new or modified systems satisfy the authorization basis for the facility
The basic concepts for Conduct of Operations such as communications and authorization
Emphasize safe and efficient operation of the accelerator in the training programs.  An appropriate understanding of the physics and engineering principles underlying key operations and the development of diagnostic skills for early recognition of abnormal equipment performance is important.  Training should also convey an understanding of the regulatory requirements associated with a particular hazardous operation.
Training for maintenance and other support personnel should include an emphasis on the accelerator structures, systems and components related to safety and identified in the SAD, and experimental components and systems that are important to worker safety and health and/or protection of the public and environment.  The training should also take into account specific duties the individuals will perform and the level of supervision required.
Accelerator managers should identify regulatory required training required by federal, state and local regulations (e.g., OSHA training requirements).  The contractor should provide regulatory training to all employees and sub-contractors who have duties governed by these regulations.
Training should be a prerequisite for assuming a position in the organization.  Retrain each individual on a periodic basis as specified by management. Retraining should be a combination of classroom, reading materials, on-the job training (OJT) and testing. 
Training for experimenters or accelerator users should address the safety aspects of the facility and relevant safety and health requirements and practices.  Experimenters should be required to demonstrate appropriate knowledge of the hazards for the systems with which they are involved and the means of controlling them before management permits interfacing their experimental equipment to the accelerator or engaging independently in experimental work at the accelerator or accelerator facilities.

[bookmark: _Toc314989817]On-shift Training 

The purpose of on-shift training is to apply practically what operators learn in a classroom or self-study. This is the OJT portion of the training program. This makes the operator proficient in performing their responsibilities and ensures that they can effectively handle routine and unexpected situations.

[bookmark: _Toc314989818]Explaining the Safety Analysis and ASE to Operations Personnel 

All operations personnel should review the accelerator facility safety-analysis in order to understand the assumptions and initial conditions made when determining the bounding consequences of credible off normal and accident conditions. This will provide a strong background in understanding the reasons for the Credited Controls specified in the ASE. Reviewing the credible accident consequences also provides a strong understanding of the risks accepted by facility management. All staff that operate, maintain and modify the accelerator facility should understand the ASE. Understanding the basis for each ASE requirement should come about during training so that workers place a special emphasis on operating the facility within the bounds defined in the ASE and understand what approval process is necessary to modify the facility.
Those individuals involved in reviewing accelerator facility modifications, events and discoveries should fully understand the safety analysis and ASE requirements and bases in order to make correct evaluations during the completion of unreviewed safety issue determinations (USID). 

[bookmark: _Toc314989819]Providing Guidance for Operators to Understand Safety Requirements

Beyond the accelerator-specific training involving the facility safety analyses and ASE requirements, operators need a broad understanding of conventional safety and environmental protection as defined in any site-wide procedures that are applicable to the accelerator facility. These topics include, for example, work planning, industrial hygiene, fire safety, electrical safety, LOTO, etc.  
 
[bookmark: _Toc314989820]Training Policy 

The major elements of the training program should be in place prior to initial accelerator-commissioning activities, recognizing that training will be subject to revision based on operational experience gained.  This section provides guidance for the major elements of the training program while subsequent sections provide guidance on specific training pertinent during operations and decommissioning. A training policy should be in place that describes how the organization administers their training and qualification programs.
A designated senior line management official should approve the overall training program and ensure evaluation of the training periodically for adequacy.  Management should incorporate the accelerator training developed to implement the ASO into the overall training program.
Establish requirements for each individual at an accelerator facility whose activities could affect safety and health, including their own safety and health.  Document training and qualification of individuals and ensure individuals keep their qualification current.
Permit only trained and qualified personnel, or trainees under the direct supervision of trained and qualified personnel, to perform tasks that may affect safety and health. In addition to initial qualification requirements, and a general safety orientation addressing facility specific hazards, establish re-qualification requirements for operations, maintenance, support personnel, and experimenters to carry out their responsibilities safely.  For some procedures, managers should confirm appropriate monitoring and training of personnel with periodic testing or performance reviews.
Use the facility-specific portion of training to communicate information about local work hazards and their control, and to convey knowledge of safe operating procedures.  Facility-specific training may include, but is not restricted to such topics as 
Use of self-contained breathing apparatus
Oxygen-deficiency hazards
Controlled-entry procedures into accelerator enclosures
Radioactive, hazardous, and mixed-waste generator rules
Radiation-safety practices 
Facility-emergency procedures
Respirator use
Confined-space location and rules
Lock and tag process
Control of activated material
Hoisting and rigging
Primary and secondary-beam control
Forklift and aerial lift operation
Safe cryogenics handling
Safe electrical work practices
Compressed-gas handling
Working at elevated surfaces
Environmental protection
Train all personnel assigned to or using the accelerator facility, including emergency response personnel, in the safety and health practices and emergency plans consistent with their involvement and the hazards present.  At a minimum, provide a general safety orientation to all personnel permitted unescorted access to the facility, address hazards to be encountered, actions to minimize or mitigate exposure to the hazards, and the person’s role in the emergency response plan.  Specific topics to address include, where applicable,
First-aid capability
Cardiopulmonary resuscitation (CPR) and use of automatic external defibrillators
Emergency notification and evacuation procedures
General hazards present at the facility
Safety characteristics of the facility
Radiation-safety practices 
Fire protection
Physical security requirements
Do not permit personnel unescorted access to the accelerator facility until they have satisfactorily completed the general safety orientation and appropriate portions of the facility-specific training.  
Pay particular attention to the training of experimenters or accelerator users.  The procedures that they may follow at their home institutions may not be the same as those required at the host DOE institution.  Consider providing retraining to experimenters, users and other personnel who have intermittent experience at the facility, or when site conditions have significantly changed since their initial training.  It is critically important to assure the proper training of all experimenters and users of the accelerator facility, regardless of their time in residence because their activities under some circumstances can greatly affect the safety of themselves and others.
Users and experimenters play an important role in the safety program for activities on the experimental floor.  In many facilities, particularly at the light sources, as many as 2000 users per year will visit and work within the facility for different periods.  Since DOE accelerator facilities often operate 24 hours a day, 7 days a week, users will find themselves working nights and weekends on the experimental floor with only limited support and oversight available.
Because users come from many different institutions throughout the world, they may be unfamiliar with the safety expectations of the DOE accelerator community.  This lack of familiarity and support, coupled with potential pressures of limited beam time and high research expectations, can create stresses on the safety program.  In addition, in many DOE facilities, some user groups may assume responsibility for the operation of a beam line or a module, adding further challenges to the operational and ESH programs. 
To provide a safe working environment, it is important that facility management incorporate the following ISM principles into the safety program for user groups and collaborations:
Roles and responsibilities for safety of experimenters and users in the operation and maintenance of a beam line and equipment, and for the conduct of an experimental program should be fully defined, particularly at the interface points where facility workers and operators are involved
Experiments should be reviewed and approved by accelerator facility management prior to operation with accelerator beam; any changes or the addition of any significant hazards to an already approved experiment should be reviewed and approved
User teams or research collaborations will vary greatly in their experience in work at a beam line and in their understanding of requirements; facility management should address support and oversight of user/collaborator activities to ensure safe operation on a 24/7 basis
Frequently user groups will bring experimental apparatus from their home institutions to the facility; this equipment should meet the same safety requirements applied to components associated with the accelerator facility  
There should be a clear understanding by user groups of the type of changes that users and collaborators  are authorized to make during their work on the experimental floor; this is critical for changes to electrical service, flammable gas systems, inert gas systems, pressurized systems, beam-line shielding, and target materials or target configuration
Each user/collaborator should receive sufficient training to ensure understanding of accelerator facility requirements and emergency response requirements
Accelerator facility management should respond at an appropriate level to users/collaborators whose actions are non-compliant or irresponsible; the range of response by management should include denial of access to the facility
Accelerator facility management should establish a communications process that will ensure communication of pertinent ESH and operations information routinely to and from users or research collaborations
Management should involve users or collaborators in the development and review of pertinent policies and procedures aimed at eliminating or reducing environment, safety and health concerns associated with an experiment, and should provide users and collaborators with an opportunity and mechanisms to voice their concerns

[bookmark: _Toc314989821]Documenting Training 

Standard documentation including, lesson plans, class attendance; required training for each position in the organization and a training schedule should be developed.
Establish an auditable system of records documenting training content and results in order to demonstrate achievement of training goals.  Records recommended for retention in electronic or conventional format include
Course syllabus
Instructor’s handbook/lesson plan
Handouts provided to trainees
Copies of written examinations with date given, answers expected and results
Attendance sheets
Establish requirements and processes for measuring proficiency and granting qualification that set the minimum levels of proficiency for qualification to perform safety related functions without direct supervision, and describe how to maintain the acquired qualification.  Qualification should be valid for a specified time established by management for each position, by which time the person must be re-qualified in accordance with established re-qualification requirements. 
Establish standards and processes for granting exceptions to specific areas of the training program based on an individual’s prior education, certifications and experience.  Document the basis for granting an exception.
Maintain documentation for each individual and include an auditable record of training received, examination results and qualifications.  Suggested documentation may include
Education, relevant experience, certifications
Status of health evaluation where directly relevant to facility and personnel safety and maintained in compliance with medical-privacy requirements
Most recent, graded, written examinations in each training element
Written critiques of task performance during training, including tasks observed and overall conclusion of the evaluator
Summary of training attendance, training completed, proficiency demonstrated, and other information used as the basis for judging whether the individual was qualified
Documentation of  qualification
Documentation of the basis for granting an exemption to a training element

[bookmark: _Toc314989822]Assuring both Normal and Emergency Communications

 Emergency signals such as fire or evacuation alarms should be audible throughout the accelerator facilities where appropriate.  A public address system should be audible throughout the normally occupied areas of an accelerator facility.  Use a radio-receiver system or wireless communications for site-wide emergencies or exigent communications. Train users, research collaborators and facility workers on emergency signals. 
Test emergency communications systems periodically. Conduct drills periodically to test all aspects of emergency preparedness. Site-wide drills should test the adequacy of site-wide communications systems. 
Try to use an approved list for written and verbal communications.  Use approved acronyms for emergency communications. Oral instructions and information communication should be clear and concise.  Operators should use repeat back techniques to assure accurate communication.

[bookmark: _Toc314989823]Procedures to Ensure Notifications for ESH and Mission Concerns

Notification procedures should include 
Designation of specific responsibilities for notifications 
Identification of events and conditions requiring notifications 
Identification of primary and alternate personnel to notify in various situations 
Establishment of time requirements for notifications 
Definition of record-keeping requirements 
	Notification procedures should include primary and alternate names with phone numbers and pager numbers in a readily accessible place.  Operations personnel should maintain records of notifications, and accelerator facility management should provide adequate equipment to address communication requirements for critical activities.
	
[bookmark: _Toc314989824]Abnormal Events

As part of a robust Contractor Assurance System (CAS), DOE contractors should have procedures in place to deal with abnormal events.  Contractor accelerator-facility managers should implement these requirements with a mindset that the event could also have an effect on the safety basis for the accelerator facility, specifically the SAD and ASE.  It is for this reason that managers at accelerator facilities must take additional steps to ensure reporting abnormal events.  Managers should analyze events, review them against the safety basis, and implement corrective actions to prevent recurrence and share information with the DOE accelerator community as needed.
In addition to using the screening criteria for DOE reportable occurrences, accelerator facility managers should look at abnormal events, regardless of their reporting levels for the effect it might have on accelerator safety and accelerator operations.  Many reportable occurrence criteria evolved from non-accelerator facility requirements to help capture, categorize and report nuclear-facility events consistently.  Therefore, the DOE occurrence-reporting criterion does not always relate specifically to common accelerator hazards or failure of controls for accelerators.  By screening all abnormal events against the DOE reportable criteria, any internal contractor-developed criteria and the accelerator’s safety bases, not only will accelerator facility managers maintain the ASE requirements but also they will ensure that their safety analyses and controls are adequate.
The accelerator facility abnormal-events management process should include
Establishing and documenting the requirements used to identify abnormal events and situations that might be considered a “near miss” or below reporting thresholds; if appropriate, flow down institutional level requirements for reporting, investigating and analyzing events
Where institutional level requirements do not go far enough, establish additional requirements for capturing abnormal events in accelerator facility operating procedures
Use an Unreviewed Safety Issue (USI) determination process to screen all abnormal events including but not limited to DOE reportable events, injuries/illness, spills, suspect/counterfeit items, and other non-conformances identified
Determine investigative requirements applicable to the event
Identify training and qualifications required of personnel performing event investigations
Maintain the event scene until the fact finding portion of the investigation is complete
Use the facts of the event and perform a structured analysis to determine the causal factors, contributing causes and root cause
Develop a set of judgments of need and corresponding corrective actions that relate directly to the causes and causal factors
Track corrective actions to closure and ensure appropriate implementation
Perform reviews of extent of condition and effectiveness of implementation of corrective actions for high-risk events
Perform trending for all abnormal events in the accelerator facility regardless of the reporting level; high risks may emerge from a trend of lower risk events
Share lessons learned from the event institutionally and throughout the DOE community

[bookmark: _Toc314989825]Configuration Management

DOE O 420.2C CRD sections 4 and 4.b require a facility configuration management (CM) program for accelerator safety.[footnoteRef:2]  Appropriate configuration management is necessary for mission and safety success, as is evidenced by documented cases attributed to CM inadequacies in several formal investigations, occurrences and mission delays at DOE accelerator laboratories.  As such, key systems and safety controls, using a graded approach, should be consistently managed so that as-built drawings, system and design requirements and actual field configuration remain consistent, documented and accurate.  A formal CM program should include requirements and processes for  [2:  Although the requirement for a CM program is located in the ARR section of the Order, this CRD requirement is implicitly required to remain effective after commissioning.] 

Establishing and maintaining the technical baseline; this includes identifying and maintaining technical baseline documents for new facilities and major modifications, plus maintaining the minimum set of technical baseline documents required for existing facilities
Listing credited safety engineered systems and credited safety management programs under formal CM; this may include a prioritization of the identified systems and controls and assignment of different degrees of formal CM; in order to avoid scope creep, CM system boundaries should be defined
Documenting the safety bases for Credited Controls
Documenting design requirements that define the constraints and objectives placed on the physical and functional configuration of an engineered safety system
Implementing a work control process by which work activities are identified, initiated, planned, scheduled, coordinated, performed, approved, validated and reviewed for adequacy and completeness, and documented
Implementing a document control process to ensure that only the most recently approved versions of documents are used to operate, maintain, and modify the accelerator or accelerator facility
Implementing a change control process to maintain consistency among design requirements, the physical configuration, and the related facility documentation
Maintaining system and component labeling
Performing post maintenance testing of engineered safety systems
Performing periodic verification of physical configuration of accelerator systems by engineers or system owners using controlled documentation
Performing periodic CM assessments to determine the effectiveness of different aspects of the configuration management process
Training of system owners and users in configuration management requirements
The graded approach for application of formal CM should consider the safety importance of the system under consideration, mission impact and cost of CM implementation. However, cost/benefit analyses may be of limited use, as costs associated with not utilizing formal CM are difficult to quantify (e.g., accidents, unplanned downtime, engineering/maintenance inefficiencies, etc.).  Accelerator facility managers should consider adoption of a national consensus CM standard.
As a minimum, an adequate CM system should force the evaluation of ASE Credited Controls for placement under the CM program.  Safety controls credited for mitigating off-site consequences associated with DOE O 420.2C section 5.a.(2) should always be placed under formal CM.  Additionally, DOE or the contractor may identify the CM program in the ASE as a credited safety management program due to its importance in ensuring the reliability and functionality of Credited Controls.   
Consider the process for identifying USIs essential for configuration management (see DOE O 420.2C CRD section 3). As such, accelerator managers should implement a USI determination process as part of the integrated set of practices used for maintaining ASE limits.

[bookmark: _Toc314989826]Credited Controls

A Credited Control is a control determined through safety analysis to be essential for safe operation directly related to the protection of personnel or the environment. Credited Controls are those requirements that define the limits and conditions, engineered systems and administrative controls, including any testing, calibration, maintenance and inspections, necessary to ensure the safe operation and maintenance of an accelerator facility. Credited Controls listed in the ASE should address only non-standard industrial, accelerator-specific hazards and risks described in the Safety Assessment Document (SAD) safety analysis. Only if a standard industrial hazard affects the frequency or consequences of an accelerator-specific event should accelerator managers evaluate to determine if a Credited Control is necessary. Accelerator contractors and DOE should identify Credited Controls in the DOE-approved Accelerator Safety Envelope (ASE) and contractors should ensure strict adherence to the ASE requirements such that operators and workers do not exceed the potential risks and consequences from accelerator-specific events detailed in the SAD. In most circumstances, engineered Credited Controls are preferred to administrative Credited Controls.
The number of Credited Controls should be a limited subset of the total number of controls employed for overall facility operation.  Assign Credited Controls a higher level of safety and degree of operational oversight than other safety controls.  Include a detailed description of all engineered and administrative Credited Controls in the SAD.  Since Credited Controls are essential for acceptably safe operations, accelerator managers should suitably address them in the ASE.
Examples of accelerator-specific systems and controls that may have the capability to cause unacceptable risks and consequences to personnel or the environment if their safety function fails are
Active and/or passive systems that protect personnel from primary and secondary  beam exposure
Large detector flammable gas systems
Large volumes of cryogenic or other inert gasses that could cause an oxygen deficiency hazard
Target cooling systems that prevent melting and dispersal of activated materials
Beam intensity and/or annual integrated beam limits
Stack effluent monitoring systems
All Credited Control systems, including any applicable calibration and testing should reference consensus standards to guide the design where applicable, and must use the referenced consensus standards and rules specified in 10CFR835. Examples are standards such as 
IEC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-Related Systems and its derivative
IEC 62061 Safety of Machinery - Functional Safety of Safety-Related Electrical, Electronic and Programmable Electronic Control Systems, should be used where applicable
ANSI/ASSE Z590.3 Prevention though Design – Guidelines for Addressing Occupational Hazards and Risks in Design and Redesign Processes; especially useful in this standard is Addendum F Examples of Risk Assessment Matrices and Definitions of Terms; this addendum provides an excellent discussion on how to logically develop and use a risk assessment matrix to determine which subset of controls should be considered as Credited Controls

[bookmark: _Toc314989827]Training Operations Personnel on the Safety Analysis 

Operations staff should be familiar with the safety analyses, the ASE and the bases for each ASE Credited Control. This provides them with a basic understanding of the potential credible accident scenarios and the limits and conditions, engineered systems and administrative controls that needed to ensure facility operations will not result in potential accident consequences that could exceed those documented in the SAD and accepted by accelerator facility management and DOE. Depending upon the system complexity and potential consequences, this training can range from reading the safety analyses and ASE to formal classroom training. Consider periodic retraining using a graded approach that depends upon the facility risks.  Retrain when major modifications to the facility occur.

[bookmark: _Toc314989828]Assigning Operators Responsibility for Credited Controls 

Qualified engineers, physicists and system experts are responsible for the design, installation and acceptance testing of Credited Controls. Once a Credited Control is operational, operators are usually assigned the responsibility to ensure that required Credited Controls are in place and operational as specified in the ASE. Approved operating procedures must translate the ASE requirements and any other important SAD commitments into language readily understood by all who have assigned responsibility for Credited Controls, including testing, maintenance and inspections. These procedures must specify the operating and shutdown conditions under which each requirement applies, including authorized alternatives and associated calibration, inspections and functional tests of the Credited Control.

[bookmark: _Toc314989829]Using Approved Alternatives for Credited Controls 

DOE and the contractor may specify an authorized alternative for each ASE requirement in the event the contractor cannot meet the requirement. DOE and the contractor should specify agreed upon authorized alternatives in the ASE. Authorized alternatives are approved compensatory actions that when implemented as specified in the ASE, prevent ASE violations and reduce unnecessary impact on operations. They are pre-planned such that accelerator operators handle minor failures. Base authorized alternatives on detailed risk analyses, previous experience or informed engineering judgment. Authorized alternatives recognize that equipment is not 100% reliable and they should specify any allowed time to restore full operability of Credited Controls.  Their implementation should not have significant risk impacts. Normally they simply require that the adverse condition be corrected in a specified period and provide further action (e.g., turn off beam) if this is not possible. The intention of this requirement is to take immediate actions to implement the Authorized Alternative as soon as practicable. If the Authorized Alternative is not satisfied or if it has a limited time interval, the affected activity should stop in a controlled and safe manner as soon as practicable when the time interval expires. If the accelerator contractor implements the authorized alternative as specified in the ASE, this is not an ASE violation. 



[bookmark: _Toc314989830]Assuring the Implementation of Credited Controls

Accelerator operators should use procedures or formal checklists to ensure that Credited Controls are operable when required before starting up an accelerator or accelerator facility with beam. In addition, accelerator operators should ensure real-time data collection systems are operable if the ASE specifies a limit or condition as a Credited Control (e.g., hourly or annual beam fluence) if exceeding the limit or condition is within the capability of the as-built accelerator.

[bookmark: _Toc314989831]Assuring the Completion of Testing and Surveillances for Credited Controls

Accelerator operators should use procedures or formal checklists to ensure that Credited Controls calibrations, tests, inspections, or required data logging in accordance with the ASE requirements. A Credited Control test and/or surveillance must specify a frequency. Accelerator operators should perform any Credited Control test and/or surveillance within the interval specified in the ASE or within a maximum extension of 25% of the interval between any two consecutive tests and/or surveillances. Accelerator managers should employ safety analysis, engineering judgment and/or consensus standards to justify the allowed extension interval. DOE and accelerator contractors should allow extensions for operational flexibility infrequently and should not employ extensions routinely. 

[bookmark: _Toc314989832]Credited Controls Certification and Maintenance

[bookmark: _Toc314989833]Documenting the Basis for Credited Controls

Accelerator managers should document the basis for each Credited Control such that those responsible to ensure compliance with the ASE understand the reason for each Credited Control and so future staff can clearly understand the basis. This includes the basis of limits and conditions, engineered controls and administrative controls, including any testing, calibration, maintenance and inspections, including their specified frequency and allowable extensions, necessary to ensure the safe operation and maintenance of an accelerator facility. The primary purpose for documenting the basis for each ASE requirement is to ensure that proposed changes will not affect the original intent or purpose. Accelerator managers can document the basis in the SAD or in the ASE itself. 

[bookmark: _Toc314989834]Testing Credited Controls

Accelerator operators should perform functional testing of Credited Controls, which validates the system performs as designed under conditions of use, periodically as recommended by the manufacturer or at least annually.  Actual testing intervals should take into account the system reliability, as specified by the probability of the critical components of the Credited Control to fail on demand of a safety challenge.  For example, a Credited Control using redundant systems could allow for a longer testing interval than one that is not using redundant systems.  Accelerator operators should not use a Credited Control system to provide protection unless validated within the specified testing interval. Operators can allow a short grace period if specified in the administrative procedures and/or the ASE.  Credited Control designs should accommodate testing efficiency and may include features to reduce the frequency of high-power -equipment cycling expected for end-to-end functional tests.  One way to achieve this efficiency is to design in a so called “test mode”.  Accelerator operators can design this mode in such a way as to allow exercising 100% of the software and 99% of the hardware during 99% of the annual validation and not turn on hazardous equipment in the process. This concept eliminates the cycling of high power equipment that could shorten the life of expensive components and eliminates hazards (e.g. radiation, RF, electrical, etc.) except during a final end-to-end functional test.
Accelerator operators should complete functional testing after modification of any Credited Control system. The amount of testing should be relative to complexity of the modification.  Operators of accelerators should consider if the modification directly relates to a safety function and if the modifications are hardware, software or both.
Accelerator operators should accomplish testing of Credited Control systems with procedures written and approved to verify each safety function described in the SAD and/or design specification documentation. These procedures should include step check-off for each observed response, thus providing an auditable record of execution.  Use functional tests to exercise inputs and verify each protective response. Verify or calibrate all safety related equipment used for quantitative measurements, such as radiation, flow, etc., with instruments whose calibration is traceable to international or national standards, if available.  Testing should determine the integrity of redundant interlocks.  Test critical devices in their operating configuration, and exercised end-to-end.  Whenever possible, tests should verify that the Credited Controls provide protection in response to likely improper actions.

[bookmark: _Toc314989835]Bypassing Credited Controls

Permit bypassing Credited Controls with safety interlocks or safety functions only if the entire list that follows is true:
Bypassing will not violate the ASE requirements
There is a redundant Credited Control system still operating and/or there is more than one method to remove the hazard of which at least one is still operational
Very strict administrative controls are in place
[bookmark: _GoBack]Review and approval required before bypassing can be put in effect
The bypassing is a brief temporary event to be permanently removed
A log is used to record the nature and duration of the bypassing
Credited Control designs can accommodate bypass capabilities in order to avoid hidden jumper wires or hidden software forcing and allowing for true input and output panel indications. Sophisticated designs can also include key switch bypasses, with administratively controlled keys, and maintain normal alarming and logging functionality during bypassing.



[bookmark: _Toc314989836]Performing Maintenance on Credited Controls

Accelerator operators should use preapproved work plans or procedures for routine maintenance and one-for-one component replacement done on Credited Control systems.  These procedures should contain steps to assure the following
The maintenance will not violate the ASE requirements
The work is reviewed and workers  obtain approval  before starting the work
Work approval document(s) are located or posted in a known public area before starting work
Proper safeguards that provide equivalent protection are in place before taking the Credited Control system out of normal operating mode 
Procedures are executed by  authorized and qualified persons 
Documentation is updated as required
For corrective or preventive maintenance that requires modifications to the Credited Control system, in addition to the entire list above, accelerator operators should employ a formal review of the proposed work, including completion of an Unreviewed Safety Issue determination.  

[bookmark: _Toc314989837]Returning Credited Controls to Service

For routine maintenance and one-for-one component replacement done on Credited Control systems, accelerator operators should complete the following before allowing the Credited Control systems to return to service
Validation tests of work done before procedure steps can be signed off as complete
Work approval document(s) removed from the posting area and sign-offs complete
All documentation revised as necessary and maintained in a controlled system for an archival record of work performed
For maintenance that requires modifications to the Credited Control system, in addition to the entire list above, accelerator operators should perform a complete validation of the systems affected.

[bookmark: _Toc314989838]Machine Guarding Systems that are Credited Controls

[bookmark: _Toc314989839]Access to Accelerator Enclosures Protected by Credited Controls

Accelerator interlock systems can be Credited Controls to prevent employee radiation exposure.  These machine-guarding systems may limit the access to other hazards associated with the accelerator enclosure.  Accelerator operators often define hazardous equipment as that equipment that an interlock system permits to operate that may contribute to the generation radiation or beam or other hazard.
These systems consist of two major parts:  the first part, along with administrative procedures, provides access control to exclusion areas and prevents beam production until an area is secure; that is, free of personnel.  Operators may also clear adjacent accelerator areas affected by beam production in the immediate exclusion area.  The second part provides a means of immediate shutdown of beam production if an entrant compromises an exclusion area; for example, by opening an access door or by pressing an emergency shutdown button, or if an adjacent area becomes unsecure and must “trip” other areas whose beam production is hazardous that area.  
Interlock system design features should 
Be inherently fail-safe
Be fault tolerant
Minimize common mode failures
Have high availability
Have built in testability
Be tamper resistant
Each safety function relies on critical devices that ensure beam and/or radiation either is inhibited or is not steered into areas where people may be present. Some examples of critical devices are beam stops, radiation stops, steering magnets and injector systems.  Accelerator operators should use two or more critical devices for areas where very high radiation, as defined in 10CFR835, can be present during operations.
Documentation for machine guarding systems that are Credited Controls includes paper media such as executed validation test records and electronic files such as programs, drawings and data logs.  Accelerator operators should prepare and maintain the following documentation for these systems
System specification and functional description
· Contents should follow most requirements found in ANSI/ISA-84.00.01-2004 (IEC 61511 Mod) sub clause 10.3
Physical and electrical configuration of system
Software and/or configuration files for  programmable and configurable devices 
Maintenance procedures 
Validation and test  procedures
An auditable record of validation and test results
A description of system for maintaining approved, current  and controlled documents
Machine guarding systems that provide access control, Access Control Systems (ACS), should meet the requirements of 10CFR835, Occupational Radiation Protection, Subpart F, Entry Control Program.  An ACS may have various modes of operation particular to each facility, and these ACS systems will have mode names that fit that facility. 
Other than active or normal mode with its own modes of operation from “all access” to “no access”, the ACS design may accommodate a so-called “limited access” mode or “controlled access” mode.  Some sophisticated ACSs accommodate 20 or more access modes depending on the accelerator’s size and complexity of hazards.   Accelerator managers should display the current mode of an ACS at an operator’s primary location and at each entryway.
The “all access” mode or the “authorized access” mode allows only trained entrants to access into accelerator enclosures or equipment areas.  In this mode, accelerator operators should lock out all hazardous and beam generating equipment using strict procedures and careful monitoring of the ACS protecting occupants from an adjacent hazard. In this mode, the ACS should
Allow appropriate entryways to be accessible
Provide the minimum entry control at entryways
Allow all audible and visual alarms to be suppressed except if any equipment, that could create a harm to the occupants, appears to be in the “on” state
Not permit any hazardous equipment to switch to the “on” state
Not permit beam operation
Accelerator operators may use a “search” mode when an active search or sweep of an exclusion area is currently in process.  Each exclusion area should have its own approved procedure defining the search process. In this mode, an ACS should
Lock all entry doors except to allow searchers to enter, exit and sweep any occupants from the exclusion area  
Enforce a predefined search sequence and path 
Not permit any ACS controlled hazardous equipment to operate
Abort search progress, and revert to “All Access” mode or  other safe mode if:
· An emergency shut-off device is actuated
· The search process exceeds a predefined  amount of time
· The order of the predefined search sequence is violated
· An entry into a pre-searched area is detected
· If any hazardous equipment is detected to be in an “on” state, which should automatically sound warnings in the exclusion area to prompt personnel to immediately exit
After the physical search is completed, generate audible and visual warning before beam can be introduced into the exclusion area
“Limited access” mode or “controlled access” mode may be desirable for large accelerators. Under this mode, with beam excluded, accelerator operators may permit a small number or workers to enter an already searched exclusion area to carry out specific tasks. Accelerator operators should use strict administrative controls, which include approved procedures, for this mode. These administrative controls, which may include closed circuit television, key controls and badge scanning systems at specific entryways, allow for close monitoring of the entrants to ensure that all workers who enter also exit before operators allow beam. The main advantage for this mode is to allow for limited tasks with limited workers in an exclusion area without having to complete a full search or re-sweep of an accelerator enclosure.   In this mode, the ACS should
Lock all entry doors except one to allow each authorized entrant to enter or exit exclusion area
Allow for some equipment in the exclusion area to be energized while workers are present as long as the energized equipment is not able to generate any radiation or other hazard in the occupied exclusion area
Generate audible and visual alarm if any local hazardous equipment is detected in  the “on” state, when not permitted by the ACS
Revert to “all access” or a safe mode if any emergency shut-off device is actuated
Revert to “all access” or a safe mode if any entry way is detected open that is not being purposely bypassed by the ACS
Monitor and/or supervise the administrative controls used to count each entrant into and out of the exclusion area
Not permit beam operation
The “no access” mode or the “beam-enabled” mode of an ACS should
Lock all entry doors
Allow hazardous and beam generating equipment to be in the “on” state 
Remove all permits to hazardous and beam generating equipment and switch to “all access” mode or other safe mode if any entry way is breached
Remove all permits to hazardous and beam generating equipment and switch to “all access” mode or other safe if any emergency shut-off device is actuated
Monitor any relevant radiation monitors for alarms

[bookmark: _Toc314989840]Writing and Reviewing Sweep Procedures

Accelerator operators should use individual detailed sweep or search procedures for each exclusion area. Accelerator managers should approve and control these procedures to maintain accuracy and reliability. In a typical sweep or search procedure, steps should be clear and concise to perform a thorough complete controlled search of the exclusion area.  Accelerator managers should state the purpose of the procedure in the procedure and indicate the only purpose of procedure is to ensure that no people remain inside at the conclusion of the sweep. 
Accelerator managers should ask workers swept from an accelerator enclosure to perform a review of sweep procedures.  Typically, maintenance coordinators and maintenance supervisors do this review and perform a walk down of the sweep procedure.  This allows feedback from persons who work in the enclosure and helps ensure the sweep is able to detect their presence. 

[bookmark: _Toc314989841]Assuring the Access Control System (ACS) is Operable

Accelerator managers should make the following items available to accelerator operators to allow the ACS to operate and to provide personnel protection
Annual ACS validation documentation that is pre-approved, performed and/or signed-off on check lists in the accelerator control room
Active bypasses of any ASC feature or function displayed or easily accessible in the accelerator control room
All fault and trip conditions of the ACS displayed in the accelerator control room

[bookmark: _Toc314989842]Radiological Posting for Accelerator Enclosures

Radiological posting of accelerator enclosures should meet the requirements of 10CFR835 – Occupational Radiation Protection, Subpart G – Posting and Labeling.  Accelerators use high-reliability machine guarding systems to ensure that beam enclosures are not accessible to individuals whenever operators allow beam in the enclosure.  Accelerator managers may base radiological postings at inaccessible entrances to accelerator enclosures on radiation levels expected when the beam is off, and not for beam-on radiation levels.  This is consistent with commonly accepted definitions of accessibility and best Human Performance Improvement practices.  If the enclosure requires tools in order to enter, then the enclosure is inaccessible.  Credited Control safety systems used to ensure that accelerator beam enclosures are inaccessible have been determined through experience, safety analysis, operational testing and review to be adequate for safe accelerator operation.  Posting beam enclosures for radiological conditions that exist only when these areas are inaccessible does not improve in safety.  The experience of accelerator managers is that excessive posting is inefficient because workers spend significant effort and operations time on posting and de-posting the entry points. With up to 50 entry points per accelerator at large accelerator facilities, the inefficiency, frustration and confusion is extreme.  Non-factual posting also introduces a Human Performance stressor and associated risk if an emergency entry is necessary to reach an injured entrant and a non-factual posing indicates access is extremely dangerous when it is not.

[bookmark: _Toc314989843]Training for Entrants to Accelerator Enclosures Protected by an ACS

For those entrants required to perform activities in radiologically hazardous accelerator enclosures, their training should meet the requirements of 10CFR835, Occupational Radiation Protection, Subpart J, Radiation Safety Training, where applicable.  Those workers may include, but are not limited to, accelerator operators, scientists, engineers and technicians.
For accelerator enclosures that contain significant hazards such as potential for Very High Radiation Areas or potential for ODH areas, accelerator managers should establish training and qualification requirements all entrants.  Training should cover the hazards, controls and emergency responses.  Accelerator managers should perform a formal approval process for training materials associated with entering these enclosures and repeat approval periodically to maintain accuracy and adequacy. Accelerator managers should maintain training material and training records for entrants to these enclosures, whether web-based, paper or a combination, in an auditable controlled system.  Accelerator managers should maintain and adhere to an enforceable re-qualification schedule for each individual entrant to these types of hazardous accelerator enclosures.

[bookmark: _Toc314989844]Ancillary Operations

Ancillary equipment consists of infrastructure components that support operation of the accelerator facility.  Ancillary equipment may include, but is not limited to, switchgear, ventilation equipment, compressors, cooling water systems, de-ionizer systems, Dewar’s, control electronics, hot-cells, and refrigeration plants.  In some cases, these pieces of equipment and associated operations exist in other buildings or rooms that are non-contiguous from the accelerator facility spaces.  Ancillary equipment and operations are part of the accelerator and therefore part of accelerator operations. Accelerator managers should require procedures, training and qualification of operators of ancillary equipment to the extent that they pose a risk to safe accelerator operations.

[bookmark: _Toc314989845]

B.1.a. Human Performance and Procedures[footnoteRef:3] [3:  Adapted from INPO 06-002, Human Performance Tools for Workers, April 2006] 


Accelerator operators and other operating personnel at an accelerator facility, such as motor-generator operators, target operators and cryogenic plant operators, should understand a procedure’s intent and purpose and follow its direction. Operators should perform all actions as written in the sequence specified.  Managers should train operators to stop the activity and have a procedure corrected before continuing if an operator cannot use a procedure as written. 
Understanding the overall purpose and strategy of procedures promotes safer outcomes.  Managers and supervisors promote understanding through training-forums or procedure walk-downs where workers ask questions.  Following a procedure without question does not guarantee safety because procedures sometimes contain hidden flaws only seen by the operators.  The purpose of procedures is to prevent injury and keep an accelerator configuration within its safety envelope.
To determine procedure use, managers should take into account the complexity of a task, the consequences of improper operator actions, and an operator’s experience and proficiency with a task. 
Continuous-use procedures are for complex or infrequent work activities for which consequences of an improper action could have immediate, possibly irreversible impact on safety, mission, or reliability.  An example would be manipulating an accelerator target containing significant amounts of radioactivity or explosive materials such as liquid hydrogen.  Operators should:
· Read and understand each step before performing the step
· Complete each step before starting the next step
· Complete the steps as written in the sequence specified
· Use a place-keeping method
· Keep the continuous-use procedure open to the appropriate step at the location of the activity continuously
Reference-use procedures are for complex or infrequent work activities for which the consequences of an improper action are reversible.  Examples are performing a sweep of an accelerator enclosure, or lining-up valve-positions for cool-down of a cryogenic system.  Operators should:
· Review and understand segments of the procedure before performing any steps
· Be allowed to perform procedure segments from memory
· Use place-keeping as needed
· Keep the reference-use procedure or associated checklist available at the work site
· Review the reference-use procedure or associated checklist at the completion of the task
Information-use procedures are for work activities that have no immediate negative consequences if operators perform actions improperly.  Operators should be performing these types of work activities frequently, and activities should be within operator knowledge and skills.  Examples are locking out an accelerator enclosure, performing equipment or experiment rounds, accessing a hot cell or target enclosure, or performing a watch function at an accelerator gate. 
· Allow operators to perform these activities from memory
· Have the operators review the procedure before using it if the work activity has not been done recently
· Make information-use procedures available for review as needed
Procedures should be complete, accurate, internally consistent, and easy to understand and follow. Train operators to perform the following:
· Verify the procedure is the most recent revision before use
· Review all prerequisites, limits and precautions, initial conditions, and instructions before use
· Follow the procedure as written without deviating from its intent
· Be aware of the potential impact a procedure step can have on equipment
· Report procedure problems and correct important deficiencies before using the procedure
· Submit feedback to supervisors and managers on procedure accuracy and usability
Train operators to stop, place the equipment or accelerator in a safe condition, and contact a supervisor if any of the following situations exist during procedure execution:
· The procedure step cannot be performed as written
· Injury or damage to equipment will occur if a procedure is used as is
· Use of the procedure will result in incorrect or unsafe equipment configuration
· The procedure is technically incorrect
· Unexpected results are achieved after performing a procedure step
· The procedure conflicts with another procedure
Train operators to avoid the following behaviors that increase the risk of negative consequences:
· Commencing a procedure without establishing initial equipment conditions
· Performing a procedure step without understanding its purpose
· Performing a procedure without knowing critical steps
· Using a procedure for a task that the operator is not qualified for
· Believing they do not need procedures
· Using multiple procedures at the same time
· Skipping steps of a procedure because those steps have been unnecessary in the past
· Using a previous, superseded revision of a procedure
· Marking steps “N/A” or “not applicable” without authorization
· Using a procedure for a task other than that intended

[bookmark: _Toc314989846]Work Planning and Control for Safety-Related Systems

Some accelerator systems and subsystems are safety-related systems and may be Credited Controls.  Accelerator operators must maintain safety-related systems under proper configuration management. Work planning and control systems must be in place to assure configuration management during the processes of equipment repair and maintenance. 



[bookmark: _Toc314989847]Work Planning for Operations and Maintenance 

The accelerator facility should have a work control system in place for facilitating work planning for operations and maintenance. This system should meet the DOE Integrated Safety Management (ISM) requirements. Designated managers should ensure that operations personnel are trained in, and understand, integrating safety into work planning. A process should be in place for operators to document equipment deficiencies in work control systems for correction once the deficiencies are noted, and identify them to other operators by tags, logs, status boards, or other effective method(s). 

[bookmark: _Toc314989848]Work Authorization and Documentation for Safety-Related Systems

Designated managers should authorize in writing the work control documents for repairs and maintenance on equipment that is a part of safety-related systems, or that changes safety-related system indications or alarms. The status of work in progress should be documented and available for review by operators. Operators and maintenance personnel should properly use appropriate administrative controls such as work permits, radiological work permits, and confined space permits.

[bookmark: _Toc314989849]Post Maintenance Testing and Returning Safety-Related Systems to Service 

System specialists should assure proper equipment operation after maintenance, testing, or after an emergency or abnormal event before supervisor’s or accelerator operators authorize the equipment’s return to service. Work control documents should specify any needed retest requirements to ensure, prior to restoration to service, proper functioning, effectiveness of the maintenance, and to ensure the maintenance did not introduce new problems.  Restoration of safety-related systems following maintenance should include functional testing of their capability.

[bookmark: _Toc314989850]Alarm Status for Safety-Related Systems

Accelerator managers should assure a process is in place to ensure operators and supervisors are aware of inoperable alarms, alarms with temporary set points, multiple input alarms that do not provide indication of a subsequent condition, or other limitations. Document deficient alarms and share information with all affected personnel.  Enter deficiencies into work control or trouble-reporting systems for correction. Operators should take appropriate actions to monitor conditions when alarms are unreliable. Operators and supervisors should be aware of alarms expected during normal operations.

[bookmark: _Toc314989851]Coordinating Work on Safety-Related Systems during Maintenance Days 

Designated managers responsible for maintenance activities should ensure that a system is in place to coordinate which work activities need to occur during maintenance periods, and to coordinate work performed on safety-related systems. 

[bookmark: _Toc314989852]Control of Temporary Modifications to Safety-Related Systems

Administrative systems may control temporary modifications to safety-related systems, with examples including electrical jumpers or lifted leads, pulled circuit cards, disabled alarms, piping jumpers or blocks, disabled relief valves, temporary shielding, and others. Administrative systems may also control temporary systems. The process for applying administrative controls to a temporary modification or system should include appropriate engineering review and approval of the design.  The process should include a safety review of the modification before installation, written authorization for installation, independent verification of installation and removal, documentation of the modifications, completion of any training, procedure changes, or labeling required and periodic audits of installed temporary modifications. 

[bookmark: _Toc314989853]Continuous Improvement/Feedback Programs 

To ensure workers follow the fifth step of the ISM system, which is provide feedback and continuous improvement, for work on safety-related systems, a process should be in place to assure personnel who need to know are aware of successes and issues encountered. Accelerator managers should provide a process to flow the information to supervisors responsible for work planning and control to ensure they make improvements to future work activities. 

[bookmark: _Toc314989854]Contractor Assurance System

Accelerator managers should ensure the Contractor Assurance System (CAS) they employ provides reasonable assurance to meet the accelerator mission objectives, to protect workers, the public and the environment, to operate the accelerator facility and business systems effectively and efficiently and to meet contract requirements.  The CAS should address corporate governance, accelerator-facility assessment activities, independent assessments, and structured operational awareness activities including onsite reviews, assessments, self-assessments, performance evaluations, and other activities to evaluate effectiveness.  Accelerator managers should assure that the CAS is consistent and integrated with the principles of Integrated Safety Management (ISM).
Managers of an accelerator facility should operate the accelerator such that management systems for identifying deficiencies, performing assessments, conducting peer reviews and oversight, completing of corrective actions, and sharing lessons learned are consistent with and support the overall laboratory’s CAS system.  To that end, accelerator managers should implement the following minimum practices for operating an accelerator facility:
Define performance goals, metrics, and targets
Periodically evaluate performance that includes a robust review for identifying deficiencies and negative performance trends
Ensure timely completion and effective implementation of corrective actions
Share lessons learned through the laboratory and DOE accelerator complex
Identify a means to foster continuous feedback and improvement for meeting performance metrics
Accelerator managers should employ peer reviews and assessments, where possible, that include accelerator subject matter experts from other accelerator facilities.  Table 2 shows an example CAS derived from CASs at several DOE accelerator organizations.   

Table 2 Example Contractor Assurance System for a DOE Accelerator
	
Suggested External Assessments of the Following Practices and Programs


	
Suggested Internal Assessments and Audits of the Following Practices and Programs

	Conventional safety practices
	Trouble reporting practices
	Safety assessment document
and ASE configuration control programs

	ALARA practices
	Non-reportable event or near  miss investigation programs
	Safety inspection program

	Experimental safety practices
	Accelerator modification design review practice
	Shielding inspection program


	Injury and occurrence performance
	Experiment modification design review practice
	Radiation safety review practices

	Radiation safety practices
	Environmental assessment
program 
	Training and qualification records

	Risk management programs
	Facility, area and job risk assessment programs
	Accelerator safety envelope procedures and associated training programs

	Assessment tracking system,  action closure, and effective implementation
	Hazard assessment practice
	Conduct of operations programs


	Occurrence reporting practices
	Legacy ESH issues program
	Worker feedback programs

	Lessons learned programs
	Manager work observation program
	Work planning and control program

	NEPA records
	Supervisor work observation program
	Accelerator operator training programs

	Implementation of 10CFR851 and 10CFR835
	Quality assurance program
	Human performance training programs

	Implementation of DOE Order 420.2C, Safety of Accelerator Facilities
	Procedure implementation and configuration management
	Safety review programs for new experiments and new accelerators

	If implemented, ISO 14001, OHSAS 18001 or similar ESH management systems 
	Unreviewed Safety Issue determination program
	Waste management records and waste characterization practices






B.2. [bookmark: _Toc314989855]Safety Systems Unique to Accelerators

Accelerator operators should be familiar with the safety system design, operation, maintenance, records, and testing for those systems used to protect against high-risk hazards. At accelerators and accelerator facilities, these hazards may include ionizing radiation from beams, oxygen deficiency inside accelerator enclosures, x-rays and RF radiation from beam-bunchers and RF cavities, and intense beams of UV or light.
Accelerator operators may use interlocks to protect accelerator entrants from accelerator hazards; interlocks provide effective machine guarding.  OSHA requires that interlocks comply with OSHA’s Machine Guarding Standard (29 CFR 1910.212), which is separate from OSHA’s Lockout/Tagout (LOTO) Standard.  Even though OSHA’s Machine Guarding Standard covers interlock requirements for several specific machines, OSHA does not specify detailed interlock requirements for research and development equipment such as electron-cooling devices, RF cavities, and particle accelerators. Thus, the accelerator owner must develop and implement an effective program for interlocks when used to protect operators and workers against high-risk hazards.  Interlocks may reduce or even eliminate the high-risk hazards of the accelerator or accelerator devices being serviced or maintained, reducing or even eliminating the hazards addressed by OSHA’s LOTO Standard.
Operators should be familiar with the design and operation of an accelerator interlock system and training should cover the following:
· Functional description of the interlock system, including 
· Hazards protected against
· Means of protection
· Entry and search protocols if applicable, including announcements, alarms and emergency responses
· Response of the system in normal operation, and to fault conditions and foreseeable error, as well as to equipment failure
· The physical and electrical configuration of the system, including circuit diagrams, wiring diagrams, and component specifications
· Familiarity with test procedures including test frequency and completeness
· A brief description of the configuration management system for controlling design, modifications, and replacements, and for maintaining complete and accurate documentation for the interlock system
· How an operator determines the interlock system is approved for operation
Accelerator operators can use an equivalent protection when interlocks are not practicable or available.  Equivalent protection should ensure a level of safety equal to or greater than the level of protection afforded by interlocks. A qualified expert or committee with training or experience in the appropriate subject matter should review the equivalent protection system for a high-risk hazard. Perform tests of the equivalent protection system using qualified personnel before operation.  Documentation should encompass a description of design, radiation conditions, testing, inspection, operation, repair, and maintenance for the equivalent protection system.



2. [bookmark: _Toc314989856]Beam Interlock Systems

Operators should not routinely use interlock systems to turn off radiation producing equipment. The equipment control system should provide this function. 
Loss of power, signal or communication to all or a self-contained subsection of the interlock-system components should trigger a requirement for an operator to re-secure the affected area, which would involve searching any area opened during the loss of power, signal or communication. The search should not be required for enclosures that have undisturbed positive tamper-proof seals on entryways (e.g., manual locks, tamper-proof tape or wire). 
Operations should use procedures to sweep accelerator enclosures clear of personnel; that is, operators of accelerators should search and clear the enclosure of personnel before they enable beam to ensure that there are no people still inside the enclosure. Sweeps should occur unless a “controlled access” applies. 
A “controlled access” is where operators permit a few workers to enter an already searched area to carry out specific tasks. These workers should be tracked when they enter and when they leave.  When all personnel leave the accelerator enclosure, operators may return the accelerator to the beam enabled condition without a search. The safety of “controlled access” entries depends on strict controls and well-defined procedures that make certain the same number of people who entered the enclosure leave the enclosure. Operators should make a permanent, written or electronic record of each “controlled access”, and it should include the name of each person entering, and the time of entry and exit.  Operators should retain this record as a part of the operations records for the accelerator facility.
If any door opens after operators perform a sweep or any emergency function of the interlock system activates inside the accelerator enclosure, then the system logic should abort the sweep and the operators should re-start the sweep from the beginning. 
Search procedures should be rigorous and carefully designed, and should be reviewed when the area configuration changes and every three years.  Personnel normally swept from an enclosure by operators should perform an independent review of the sweep procedures. 
Each passage, into or out of an entry door, should be controlled by an operator or via a biometric system providing equivalent protection to an operator. The interlock system should require an operator action to open the door or a biometric-system action to open the door without aborting the searched condition of the accelerator enclosure. An operator may exercise control remotely from a control room if the operator maintains suitable surveillance by television or other means. If a biometric system is in use in lieu of an operator or a remote operator, then the biometric system should provide reliability equivalent to or greater than an operator and be approved by the accelerator management. 
Operators should place administrative limits both on the number of people allowed into the accelerator enclosure when allowing “controlled access” and on the maximum elapsed time in “controlled access” without re-sweeping. After a “controlled access” is complete, the entry record should be reconciled to ensure those who entered have left, and a warning interval should be required before operators return the accelerator to the beam-enabled condition.
Operators should establish an appropriate entry control program including 
· entry procedures for specific beam lines or accelerator areas
· entry procedures for entry into enclosures after abnormal conditions
· escorting policies for accelerator enclosures
· access procedures into high radiation areas or areas with multiple hazards
Administrative procedures should define the required actions of personnel whenever interlock systems disable the accelerator, and line managers should review and approve the procedures. For accelerator enclosures capable of having residual radiation after the accelerator beam is disabled, entry procedures should include radiation surveys as part of the initial entry, and periodically, as necessary. 
As a minimum, interlock system bypass procedures, should address the following 
· If a bypass is used, the accelerator manager should ensure a documented practice or procedure is in place to ensure only appropriate bypasses remain in place prior to operations with beam
· A cognizant interlock system engineer and a designated specialist familiar with the hazard requiring an interlock system should review and document approved bypasses
· The reviewers should verify and maintain a bypass documentation file with the following information: 
· Description of bypass with expected expiration date
· Explanation of continued safety functionality or equivalent protection after bypass is incorporated
· Description of bypass validation test; this is a test to see if the system functions as expected with the bypass in place
· List of equipment used for bypass including type and serial numbers when applicable
· Copies of marked up drawings, state tables, logic diagrams or other relevant documentation 
· Test results after the bypass removal to verify the safety function of the interlock system is returned to non-bypassed condition
Operators should not allow software-development-computers or test boxes to link to computer-based/PLC-based interlock systems during beam operations. Software-development-computers or tests boxes should be permitted to link to computer-based/PLC-based interlock systems only if there are no beam operations in the area under test or development, and only if appropriate safeguards are in place to protect connected or contiguous accelerator enclosures. After software-development-computers or test boxes are used and before operators return the beam to operations, operators should verify that the interlock-system software was not changed. Operators should reset interlock systems to a safe state to ensure software-development-computer or test box did not leave the interlock system in an unsafe state.  In addition, before returning beam to operation, operators should ensure one of the following
· no personnel have entered affected enclosures or
· “controlled access” was in use in affected enclosures or 
· the affected accelerator enclosures are swept before the accelerator is returned to the beam-enabled state

B.2.a. [bookmark: _Toc314989857]Superconducting Magnet and RF Systems

Today’s accelerators use superconducting components to transport, contain or accelerate particle and ion beams.   Maintaining superconducting temperatures in magnets or in RF accelerating cavities requires operation of a cryogenic system.  A cryogenic system for magnets at a large accelerator involves use of refrigerators and compressors to produce 2 K to  4.5 K liquid helium required to maintain the electrical conductor in a superconducting state. These cryogenic systems use many MW of electric power, contain many MJ of stored electrical energy in magnets and exist inside accelerator enclosures distributing many tons of helium in vacuum-jacketed piping and valve boxes. The helium in the supply lines of these large cryogenic systems is maintained at high pressures, usually 3.5 bar or greater.  
Pressure vessels and piping in cryogenic systems are required to meet requirements of the applicable ASME Codes and have relief valves that open to prevent vessel or line rupture.  These reliefs are sources of extreme noise, large quantities of inert gas and extreme cold.
Superconducting RF cryomodules are an assembly used to accelerate a particle or ion beam.  Typically, niobium comprises the wall of a superconducting RF cavity, which establishes an electromagnetic field for particle acceleration. When cooled to the temperature of liquid helium, the niobium cavity becomes a superconductor, reducing RF losses so that high electric fields, up to 20 MV/m, can be set up in the cavity using tens of watts of RF power. Naturally, such high fields can lead to hazardous acceleration of electrons over short distances. These fields cause field emission of electrons from the surfaces of the cryomodules; the electrons accelerate to various energies by these fields until they stop in the cavity wall, so producing x-rays.
Operation of superconducting components at an accelerator are a separate process that is not directly controlled by accelerator operators, but accelerator operations can affect, or be affected by, a cryogenic system operator’s activities. Operation of cryogenic systems entails the risk of creating oxygen-deficiency hazards and/or significant x-ray hazards that directly relates to the safety or reliability of the accelerator, compliance with health requirements, and fulfillment of the accelerator’s mission. 
Managers must control the routine operations aspects of cryogenic systems with procedures, and the actions taken to avoid an adverse impact on accelerator operations. To interpret indications in a cryogenic system correctly, and to determine the best response, the cryogenic system operator and the accelerator operator must have an integrated knowledge of each other’s process interactions within the accelerator facility.  Effective systems operation also requires communication of relevant information between operators of each system and any relevant support personnel. In some cases, the accelerator operator must communicate intended actions to the cryogenic operators to prevent problems in the cryogenic system. In other cases, the cryogenic system is capable of affecting accelerator operations, therefore requiring two-way communication. 
Accelerator management should establish written guidance specifying personnel responsibilities related to cryogenic systems. Typical cryogenic system operator responsibilities include:
· Monitoring cryogenic system parameters, as indicated by the instrumentation under the operator’s control
· Identifying trends, out-of-specification parameters, or adverse conditions, and initiating appropriate corrective action
· Consulting with accelerator operators and coordinating activities
· Identifying the status of the cryogenic system as part of operations turnover
Accelerator operating personnel should be knowledgeable about the cryogenic system, especially aspects relating to responding to oxygen deficiency alarms within accelerator enclosures. This integrated knowledge enhances the accelerator operator’s ability to understand trends, problems, or potential problems. Such knowledge increases their ability to initiate corrective action, or to inform others of the situation, and enables them to understand how their actions may affect the cryogenic system.  
Managers should develop integrated knowledge through training, experience, and communication.  Accelerator facilities having formal accelerator-operator training programs should include topics that provide a fundamental understanding of the cryogenic systems and their hazards. Training should address cryogenic system design and components, and operating characteristics. Other accelerator personnel whose job interfaces with cryogenic systems may also benefit from this training. 
Many accelerator facilities use cross training, i.e., training in some aspects of others’ job responsibilities, to familiarize operations personnel with the cryogenic system.  Cross training involves rotating personnel to different shift positions as part of an overall familiarization.  Work experience gained through support of, or interface with, cryogenic systems can enhance knowledge obtained through other methods. In some cases, direct communication between accelerator operators and cryogenic system operators may be all that is necessary to ensure that the accelerator operator is aware of and considers the potential effects on cryogenic systems.
Accelerator operators should be able to analyze cryogenic-related events and take appropriate, timely actions. Proper response to cryogenic events requires an understanding of the process to correctly interpret parameters and determine the appropriate response. Accelerator operators should be able to evaluate degrading conditions and take appropriate action to prevent potential negative consequences, and be able to recognize the symptoms of abnormal and emergency conditions to minimize the consequences.
Open lines of communication must exist between accelerator operators and cryogenic system operators.  Accelerator operators should not initiate operations that could affect a cryogenic system without contacting the appropriate cryogenic-system personnel. This will enable coordination of interrelated activities.  During abnormal and emergency situations, it is essential that accelerator operators and cryogenic operators function as a team to provide prompt corrective action.  A deficiency such as communications becomes a major obstacle to making decisions and initiating appropriate corrective actions during abnormal conditions. Effective communication between operations groups is essential to safe and reliable accelerator operations.

B.2.b. [bookmark: _Toc314989858]Re-using Accelerator Components and Other Legacy Hazard Issues

Many of the concerns associated with re-using accelerator components and legacy hazards at accelerators trace back to abandonment of services or equipment in an accelerator or accelerator facility area without suitable decommissioning. This can include abandoned cables, piping, and shielding penetrations. Abandoned equipment can contribute to fire loading, potential confusion, and weaknesses in shielding that could cause inadvertent exposure.  Re-used accelerator equipment may not meet National Electrical Code requirements or may contain hazardous materials not labeled or identified such as leaking sealed-radioactive sources, beryllium, PCBs, asbestos, activated parts or flammable insulation.
A typical problem at a mature accelerator or accelerator facility is the addition of new or re-used accelerator equipment, without considering what is there.  For example, an accelerator operator adds shielding due to a beam intensity upgrade but the new shield now limits access to electrical disconnects within the building.  Another example is engineers and physicists filling an area with new experimental equipment such that it becomes impossible to use a ladder or man lift or to perform routine maintenance. This may result in the need to work plan by climbing on piping or cable tray. 
Accelerator operators should establish a committee to review accelerators and accelerator facilities on a regular basis, such as annually, for legacy hazards.  Management should not charge the committee with solving legacy-hazard problems, although the committee can propose some solutions.  The committee should request information about legacy hazards from all working groups within an accelerator organization.  In addition, they should obtain information from past accelerator project participants, retirees, and via a facility walk-through. Each committee member should have expertise and experience with the accelerator. The main task is to evaluate the information for the presence of up-to-now unrecognized hazards that could lead to reportable instances of personnel injury, damage to property, programmatic impact, or impact to the environment. The committee should review accelerator facilities for
· Non-flame retardant wiring 
· Overheating from possible ignition sources such as old electromagnetic relay coils
· Exposed electrical conductors and radiation damage to cable insulation
· Equipment with inadequate access for maintenance
· New equipment that blocks smoke detectors, fire detectors, ODH sensors, radiation detectors, fresh air intakes, lighting or egress paths
· Disconnected abandoned cables
· Signs of animal intrusion 
· Inadequate lighting
· Unused, unidentifiable, unlabeled equipment
· Inadequate clearances for access
· Inadequate platforms or other elevated work structures
· Raceway penetrations that allow animal access
· Rainwater intrusion through roofs and walls
· Unidentified startle hazards such as noise from emergency generators, beam kickers and relief vents near roof ladders
· Unidentified startle hazards from emergency exhaust fans
· Badly weathered shield blocks
· Badly weathered lifting fixtures on shield blocks or equipment 
· Unused/abandoned shield penetrations or accelerator tunnel penetrations
· Obsolete fencing
· Obsolete fire protection systems
· Old (> 5 years) sealed radioactive sources
· Incorrect or obsolete placards and postings
· Unidentified arc flash hazards
· Un-stamped pressure vessels
· Electrical equipment not recognized by a nationally recognized testing lab (e.g. UL)
Once the committee identifies legacy hazards, accelerator managers should assign personnel and resources to eliminate or minimize the hazard. Managers should prioritize corrective actions considering frequency of exposure and severity of impact.



B.3. [bookmark: _Toc314989859]Experimental Activities and Ancillary Operations

3. [bookmark: _Toc314989860]General Considerations

Accelerator operators or users/experimenters should be required to pass a training course for unescorted access to the accelerator or accelerator facility. The training should provide facility-specific knowledge. This training alone should not qualify operators or users/experimenters to perform work. As a minimum to perform work, users/experimenters should train on a work-plan document specific to the experiment, and operators should train on safe operation of ancillary equipment. Other additional training may be required depending on specific work activities. Examples of activities that require additional training are
Operating electrical circuit breakers or disconnect switches
Performing other electrical work
Working at heights
Handling compressed gas cylinders
Entering confined spaces
Performing lockout/tagout
Entering magnetic field areas
Operating a crane
Using of a man-lift or aerial lift
Entering high noise areas
Entering radiation areas
Entering areas that require a TLD 
Using machine shop equipment
Operating a laser
Working with cryogens

3. [bookmark: _Toc314989861]Electrical Safety

Wide varieties of electrical systems exist at accelerator facilities to meet the energy requirements of the accelerator itself and to supply energy to experimental apparatus. Accelerators, by their nature, employ hazardous levels of electrical energy. Some applications are similar to industrial settings while others are unique to research facilities such as particle accelerators. The facilities’ electrical safety program should address electrical hazards that are unique to accelerator facilities.
Accelerator facilities personnel exposed to electrical hazards during experimental activities or accelerator operations should receive training in electrical hazard recognition and electrical safe work practices in accordance with 29 CFR 1910.332, and NFPA 70E Article 110.6.
The Control of Hazardous Energy (Lockout/Tagout) Program should comply with 29 CFR 1910.147, 29 CFR 1910.333, and NFPA 70E Article 120.2. Accelerator managers should ensure training for personnel exposed to electrical or non-electrical hazardous energy during servicing and maintenance of machines or equipment.  Operators and maintenance workers should train in and follow the facilities’ lockout procedures.  Accelerator operators should restrict access or lockout electrical hazards to accelerator areas with exposed electrical conductors, such as accelerator tunnels with exposed magnet connections. Operators and maintenance workers should use procedures to lockout electrical hazards. Personnel who need to enter the hazard zone of locked out equipment should participate in the lockout.
Procedures and/or Lockout/Tagout Program should implement OSHA Rules and control hazardous energy and materials during servicing or maintenance, or whenever unexpected operation or energization could cause injury.  Accelerator managers must establish a program to use locks and tags when controls protect personnel, equipment, or the environment.  The goal of the lockout/tagout program is the same for all DOE facilities: the control of potentially hazardous energy sources and hazardous materials to ensure safety.
Lockout/tagout in a DOE facility may serve three functions. The first function, defined by both OSHA and DOE Orders, is to protect personnel from injury. The second function closely related to that, is to protect systems and equipment from damage. The third function of lockout/tagout is part of the overall control of equipment and system status. A properly performed lockout/tagout ensures that the operating staff becomes aware that they should not operate affected equipment.  Coordination of lockout/tagout with the operating staff helps ensure that that staff performs operations and safety functions without exceeding the approved operating criteria in the ASE or causing unexpected hazardous releases to the environment.
When operators determine there are equipment problems that could destroy or severely damage the equipment, they may use a lockout/tagout to remove the equipment from service and prevent its operation until performance of corrective maintenance.  Operators may also use lockout/tagout to protect the equipment; the procedures are identical to those used when the purpose is to prevent personnel injury.  In some situations, it may be necessary to prevent inadvertent operation of a safety system. The following example illustrates this:
A special air-ride fork-truck must move a sensitive particle detector; this particle detector is unique and valued at millions of dollars.  The fork-truck’s exhaust triggers the high-sensitivity smoke detection system. When the detector arrives at the interaction region of the accelerator, workers must transport it through an area with a fire-protection sprinkler system. Whenever the detector is present in that area, workers isolate, lock, and tag the fire-protection sprinkler system to prevent its operation.  In this case, workers cannot relate the lockout/tagout to any maintenance activity, but the situation requires that the system be inoperable temporarily to prevent severe damage to equipment. Locking out valves on storage tanks to prevent environmental impact during maintenance may also be an appropriate use of lockout/tagout.
Electrical safety program requirements should flow down to subcontractor employees. Subcontractor lockout procedures should be coordinated with the facilities’ lockout procedures to ensure safe execution of multi-employer lockouts.
Electrical systems and equipment design, installation, and use should be in accord with specified electrical safety codes standards to the extent that a code or standard applies. For unique or non-standard electrical equipment that lie outside of the scope of specified codes and standards, consult DOE Electrical Safety Handbook, DOE-HDBK 1092. [footnoteRef:4] [4:  http://www.eh.doe.gov/techstds/standard/hdbk1092/hdbk10922004.pdf ] 

OSHA 29 CFR 1910.303 and 1910.399, and NFPA 70 National Electrical Code require certification of electrical equipment by a nationally recognized testing laboratory (NRTL). The OSHA standard defines acceptance methods for equipment that no NRTL certifies, such as custom-made equipment, and identifies alternatives for determining compliance. Accelerator managers should implement a process for inspection and approval of non-NRTL certified equipment.

[bookmark: _Toc314989862]Flammable and Non-Flammable Compressed Gas Safety

Compressed gases have a wide variety of uses for facility and research purposes.  Typically, they arrive in pressure cylinders ranging from 300 cubic feet down to less that 1 cubic foot in total gas volume at standard temperature and pressure.  Gas storage cylinders should meet US Department of Transportation (DOT) specifications.  The specific gas can also have a wide variety of chemical characteristics such as flammability, non-flammability, oxidizer, corrosivity, and toxicity.  Prior to use, safety professionals and users at the accelerator facility must understand the physical properties, chemical reactivity and the compatibility with the materials of construction as well as all other items the gas can meet, and they must implement appropriate safety controls.

[bookmark: _Toc314989863]Analyzing Compressed Gas Hazards and Determining Controls

The most common gases used are non-flammable gases.  Typical non-flammable gases are nitrogen, helium, argon, and neon.  The initial concern with any compressed gas deals with pressure and total stored energy.  If one uses the gas in a vessel, one must know the pressure rating of the vessel.  A pressure relief valve or burst disc must be attached to the vessel and the release or burst pressure must be much less than the pressure rating of the vessel for systems above 15 psi and for pressure vessels greater than 6 inches in diameter.  Pressure regulators or floe restricting devices are not sufficient to control the overall pressure.  Size the relief valve or burst disc correctly to allow free-flow release of an over-pressured gas.  
Consider oxygen deficient conditions when using large quantities of non-flammable gases.
Typical flammable gases are hydrogen, methane, acetylene, and propane. When using flammable gases, use pressure relief, as noted above.  In addition, follow the Uniform Fire Code (UFC) and any local or state code requirements.  These codes may limit the amount of flammable gases allowed in a laboratory or detector setting as well fire safety requirements of the building.  The use of lecture-size gas bottles, which hold about 2 cubic feet in volume, greatly limits the amount of gas in use.  Ventilation of residual flammable gases is required by either a ventilation hood or gas cabinet.  
The greatest concern when using flammable gases is fire and explosion.  Accelerator operators use these gases in large volumes in particle detectors at high-energy accelerators.  Determine the lower and upper flammability limits for all flammable gases in air.  Design experimental apparatus such that leak detection occurs well below the lower explosive limit and it interlocks power to nearby electronics after detecting a leak.  
The use of flammable gases requires leak-tight lines, vessels, and check valves.  Use procedures and check-off lists and leak-check all connections in the system.  Proper venting may also be required to dissipate any inadvertent leaks of flammable gases.
Toxic gases are not only toxic; they can have other characteristics such as flammability, corrosivity, and act as an oxidizer.  A thorough knowledge of all the properties of the gases used is essential.   The toxicity of the gas is related to the Personal Exposure Limit (PEL) where OSHA has set workplace limits on the concentration of gas that workers can be exposed, the more toxic the gas, the lower the PEL.  In order for the toxic gas to remain contained, the gas must be compatible with all parts of the containment enclosure such as regulators, tubing, vessel, valves, gaskets, windows, and pressure relief devices.  Corrosive and oxidizing gases may require stainless steel components.  All materials in the process must be shown to be compatible, if not the materials must be considered incompatible.
Perform a safety analysis to determine maximum concentrations of toxic gases in the event of credible incidents and verify that they are below the Immediately Dangerous to Life and Health (IDLH) levels.  Assure safety by containing the toxic gas cylinders in secure, ventilated enclosures.  Flow restriction devices such as Reduced Flow Orifices (RFO) may be required to stay below IDLH levels, particularly at the exhaust stack.  Depending upon the size of the cylinder, RFOs may come as part of the procurement from gas vendors or may need installation at the site.  Put controls in place to assure installation of proper RFOs and competent individuals perform this installation.  Because of the risks associated with toxic gas use, formal procedures should be in place to assure proper controls for each experiment.  Engineering controls may include containment, ventilation, monitoring and interlocks.  Administrative controls may include training, emergency response, access controls, inventory control and oversight.  

[bookmark: _Toc314989864]Cryogenic Safety

The safe use of cryogens requires knowledge of their properties and an understanding of the effect they have on materials they meet.  
Cryogens are super-cooled substances and are typically stored in liquid form.  They are He, H2, Ne, N2, Ar, O2, CH4, Kr, Xe, C2H2 and C2H6.  The cryogens H2, CH4, C2H4 and C2H6 are flammable.  Cryogenic liquids are used as targets, cryogenic fluid in superconducting magnets, radiofrequency (RF) cavities, and other accelerator components at many accelerator facilities.  Additionally, experimenters use cryogenic materials in sample preparation and other applications due to their physical properties.  These properties, such as extremely low boiling points, 4 K to 184 K and large volume changes, 400 to 1400 increases, at 1 bar and 15 0C when released from boiling temperature, present specific hazards that must be analyzed and controlled in order to ensure the safety of personnel.

[bookmark: _Toc314989865]Analyzing Cryogen Hazards and Determining Controls

The primary hazards associated with cryogenic operations are cold burns, pressure explosions, and oxygen-deficiency hazards (ODH).  Due to potential injury from skin contact with cryogenic liquids, eye, hand, and body protection are necessary to prevent potential cold burns when handling cryogens.  Their low viscosity means that they will penetrate clothing much faster than water.  Additionally, the contact of skin to extremely cold metal associated with cryogen use can cause cold burns.  Insulation of cryogen-containing pipes is a preferable control to reliance on PPE to prevent such contact cold burns.
Failure of a pressure boundary causes an explosion either through pressure vessel degradation or through inadequate pressure vessel relief.  Cryogenic temperatures drastically affect the properties of solid materials; materials can become brittle or shrink beyond design limits and result in pressure boundary failures.  Accelerator managers must ensure adequate pressure-relief for closed cryogenic systems to avoid the potential for explosion.  Sudden expansion of the cryogen can result from accelerator beam energy or the energy from a superconducting current suddenly depositing in the cryogen.  Thus, cryogenic pressure vessels, reliefs and piping must meet appropriate ASME codes to protect against these sudden stresses.
Irradiated liquid nitrogen (LN) with small amounts of air contamination poses an additional hazard due to O3 and NO3 formation; O3 (ozone) and NO3 (nitrate) are potentially explosive.  Accelerator managers must address these hazards during design review for new or modified accelerators or experiments involving irradiation of LN.  From an article by Carter,[footnoteRef:5] one can assume 6 NO3 molecules per 100 eV deposited to the LN volume.  Nitrate may settle out as a sludge on the inside the LN cryostat or piping and not be flushed with nitrogen gas.  NO3 has explosive power about 1/3 TNT.  Ozone also forms by the action of ionizing radiation on the oxygen dissolved in liquid nitrogen.  Ozone may exist as an explosive gas and one must calculate the critical explosive concentration.[footnoteRef:6] [5:  Detonation Hazards in Irradiated LN2 Dewars, H. G. Carter, General Dynamics, Fort Worth, Texas.]  [6:  Gregory, C. R. and Nuttall, C. W., “Explosion Risks in Cryogenic Liquids Exposed to Ionizing Radiation” CERN AT/95-06 (DI).] 


[bookmark: _Toc314989866]ODH (Anoxia) Risk Assessments and Area Controls

Before establishing a cryogenic work area, accelerator managers must perform an ODH risk assessment due to potential for cryogen gases to displace oxygen.  Perform calculations of worst-case scenarios as a function of proposed cryogen use, storage, and work area volume to determine if an ODH situation is possible.  Take special care to examine the areas at elevations below such as pits, trenches, tunnels and above such as service buildings, crane cabs, and roof maintenance areas the cryogen area, depending on the physical properties of the cryogen and if the cryogen is under pressure.  Provisions for entry and egress should account for potential ODH conditions.
Implement appropriate controls based upon the results of the ODH risk assessment.  These controls can be a combination of engineered and administrative controls.
Engineered controls are preferable to administrative controls.  Commonly used engineered controls include appropriate mechanical ventilation, warning lights, alarms, and interlocks to prevent personnel entry or to shut off cryogen gas flow during off-normal situations.  Engineered controls are more effective than administrative controls.  
Oxygen deficiency monitors (ODMs) and alarms are an appropriate control where the possibility exists for the development of an area oxygen level <19.5%.  ODMs and alarms can be either fixed or portable units.  Fixed ODMs and alarms must be properly calibrated, commissioned, and maintained.  Portable units are often pre-calibrated; train wearers to verify these units are operating correctly before use.  Locate ODM sensors at heights appropriate to cryogens in use and ensure alarms are audible in the work area.   
Use site-wide standard posting to designate ODH Classified Areas.  Proper training is an essential control for those who will enter cryogen work areas.  Use cryogen and ODH safety training to address hazard identification, area controls and protocols, proper use of personal protective equipment, and emergency response procedures.   Train both assigned area workers and visitors on the proper emergency response.  Restrict entry to ODH-classified areas to properly trained individuals.

[bookmark: _Toc314989867]Other

In some cryogenic work areas, flammable liquefied gases such as liquid hydrogen are used. Use of these flammable cryogenic materials requires safety control procedures, purging of vessels and confined spaces, equipment isolation, elimination of sources of ignition and special work permits.  Consult standards referenced by OSHA.  The Cryogenics Safety Manual, Guide to Good Practice, published by the British Cryo-engineering Society is a recommended source of useful practices.

[bookmark: _Toc314989868]Special Materials Safety

Examples of special materials include uranium, plutonium, beryllium, biohazards, high explosives and nano-particles.  The US government controls certain special materials for national strategic purposes, materials such as 3He.  Accelerator operations may require use of certain materials in situations not covered by consensus standards such as niobium metal for pressure-vessel walls, and these materials become ‘special’ due to application.  Accelerator operators use all the special materials mentioned above for targets, ion beams, shielding, or vacuum pipe and in any component in an accelerator or accelerator facility. Accelerator managers must consult ANSI, ASME, NIOSH and other relevant national consensus standards for safe use of special materials, and must develop equivalent protections to achieve safety whenever using materials in ways not covered by consensus standards.  For materials that achieve criticality based on configuration, accelerator managers must obtain DOE Headquarters concurrence on the consensus standards used at the accelerator.

[bookmark: _Toc314989869]Safety Software QA and Cyber Security for ACS Networks

Malware, short for malicious software, is software, script or code designed to disrupt computer operation, gather sensitive information, or gain unauthorized access to computer systems. It is a general term used to describe any kind of software or code specifically designed to exploit a computer, or the data it contains, without consent. The term malware applies to all forms of hostile, intrusive, or annoying software. Malware can attack accelerator safety systems, such as Access Control Systems (ACS) that use devices containing software, script or code.  Thus, accelerator managers must ensure certain protections are in place to prevent malware intrusion.
Accelerator managers should not allow wireless communications between networks and networked devices unless it is through approved wireless interfaces. All networked devices that communicate through wires should be under configuration control at the accelerator or accelerator facility.  
Accelerator managers should implement protections to prevent malware on jump drives before use on any device connected to an accelerator network.  This protection should also apply to devices that are stored and ready for connection to an accelerator network in the event of a component failure. 
Accelerator managers should ensure firewalls exist between routers and operations networks connected by wire to other networks at the institution.  These firewalls should allow only approved communications. 
Accelerator managers should ensure that modifications to accelerator networks receive review and approval of network topology and those modifications meet cyber-security requirements. 
During accelerator operations, cyber-security programs should not scan ACS, safety system, cryo-system or machine-protection software because it may disrupt safe operations.  Accelerator managers require variances from cyber-security requirements in these cases; however, accelerator managers should implement measures to provide equivalent protection. 






